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Lockdown Endpoints and
Create Customized Kiosks
DATASHEET

Enable IT teams to get comprehensive
end-to-end control over the Windows
kiosk user experience, with carefully
curated features.
CUSTOMIZABLE USER EXPERIENCE

SECURE KIOSKS

Customize various aspects of the kiosk user

Easily disable or prevent saving data to USB drives, disk

experience, including the kiosk start screen, as well

drives, network and web-based storage, to make kiosks

as prevent unauthorized user actions.

more secure.

REDUCED IT MAINTENANCE COSTS

MINIMIZED IT INTERVENTION

Eliminate unnecessary troubleshooting reducing

Provide only the intended Windows functionality to end

kiosk maintenance eﬀorts and ensuing costs.

users, thereby reducing issues caused by tampering with
system settings, to minimize IT intervention.

EASY TO USE INTERFACE

SECURE COMPUTER USAGE

Quickly customize the kiosk home screen and

Secure your environment by allowing or blocking a range

conﬁgure usage settings with the easy-to-use,

of IP addresses to ensure secure communication. Block

intuitive interface.

users from accessing speciﬁc URLs.

STANDARDIZE ENVIRONMENTS

CENTRAL MANAGEMENT

Allow the creation of a typical conﬁguration for

Easily manage, deploy and conﬁgure kiosk endpoints

various usage scenarios such as public kiosks, library

using a centralized cloud-based management console.

computers and learning environments.

“

Did You Know?

3910

There are
interrelated Group
Policy Settings in
Windows 10

WINSelect has enabled us
to easily turn some of our
computer workstations into
dedicated catalogue
machines.
- Chautauqua Cattaraugus
Library System

Scan the QR Code
to signup for Deep Freeze
Cloud now

Faronics WINSelect Kiosk
Cloud Beneﬁts

Key Features

Controlling user activity on public
use and kiosk computers is a
KIOSK DESIGNER

PUBLISH APPS OR WEBLINKS

MULTILANGUAGE SUPPORT

Conﬁgure elements on the kiosk screen
as per your branding requirements from
custom wallpapers to tile icons, font size,
font color, and customize text.

Allow only speciﬁc applications, or weblinks
with custom icon and supporting text.
Automatically launch predetermined
applications upon startup, or hide
applications needed.

Provide users to access the kiosk screen in 7
diﬀerent languages consisting English,
Español, Français, Deutsch, Portugués,
Chinese and Japanese.

problem that IT personnel
continually face. IT administrators
want a solution that allows them
to easily manage user access to
certain applications, web sites, and
menu options so that they can
inﬂuence how a workstation is
used. Faronics WINSelect Kiosk
Cloud protects a computer’s

NETWORK AND WEB CONTROL

SESSION TIMER SETTINGS

Control access to speciﬁc websites by
allowing only speciﬁc ones, or blocking
speciﬁc ones including IP address or an
IP range during the kiosk session.

Create time-limited user sessions with a
countdown timer on screen, decide if users
have the option to extend session limits and
create multiple time segments with
reference codes for user input.

MACHINE LOCKDOWN AND PRINT
LIMITING
Disable or prevent saving data to USB drives
and disk drives. Restrict user access to
speciﬁc printers and the number of pages
that can be printed.

purpose by empowering
administrators with full control
over a workstation’s abilities.
Windows operating system
features, start menu functionality,
Internet Explorer, Firefox
capabilities, and Windows Explorer
options can all be heavily
customized to suit the

BROWSER RESTRICTIONS
Control which features and options are
available within Microsoft Internet
Explorer and Mozilla Firefox. Prevent
right-clicks within the browser and
prevent users from changing the
default homepage.

DRIVE AND FILE EXTENSION
BLOCKING
Restrict the opening and saving of ﬁles on
speciﬁc drives. Block ﬁles with speciﬁc
extensions to protect your customized
kiosk endpoints with cloud enabled layered
security.

CLOUD-BASED MANAGEMENT
Manage endpoints across multiple
locations from a cloud-based management console to create a kiosk from a
web based kiosk designer and apply
restrictions eﬃciently.

organization’s needs.

Intuitive and Simple to Use Features of Kiosk Designer

SYSTEM REQUIREMENTS

Custom Logo and Text

Windows XP Professional SP3 (32-bit or 64-bit)
Windows Vista (32-bit or 64-bit)
Windows 7(32-bit or 64-bit)
Windows 8.1 (32-bit or 64-bit)
Windows 10 (32-bit or 64-bit)

Built-in Icon and Wallpaper
Gallery

SOFTWARE:

Custom Application and
Web Links

Microsoft Oﬃce 2000, XP, 2003, 2007, 2010 and 2013

Shutdown and Logoﬀ
Power Controls

BROWSERS:

Multiple Grid Layouts

Internet Explorer 6, 7, 8, 9 ,10 and 11
Mozilla Firefox (upto version 44.0)

Landscape or Portrait
Orientation
Multi-Language Picker

TM

To learn how your computing environments
can beneﬁt from Faronics Solutions, visit
www.faronics.com
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