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Mobile Device Management for Enterprises
Administer distributed deployments of all your iOS and Android devices through a powerful web-based Mobile 
Device Management (MDM) solution which, is designed for businesses that want to spend less time and effort to 
manage and secure mobile devices. Keep users productive, business data safe, and personal data private.

Did You Know?

70% of businesses
are either using or

investigating in cloud
computing solutions.

- AMD

Deep Freeze Cloud
provides one console to

Secure, Update and Manage
your computers. 

Scan the QR Code 
to sign up for Deep Freeze 

Cloud now

FLEXIBLE ENROLLMENT
Flexible onboarding process with a number of curated 
enrollment options with built-in integration of Apple’s 
Device Enrollment Program (DEP), Android Enterprise and 
Chrome Device Management.

GROUP SETTINGS
Group settings provide a comprehensive suite for a wide 
range of device-provisioning needs, containing everything 
from device restrictions to specific permissions, to create 
granular policies for managing devices dynamically and 
intelligently.

CENTRALIZED ADMINISTRATION
Deployed policies and changes are applied seamlessly 
from the Cloud, across thousands of devices at once, 
helping organizations protect mobile devices over the air.

APP MANAGEMENT
Install public apps by integrating with the Apple App Store 
and Google Play Store while also integrating with Apple 
Volume Purchase Program (VPP) and Android for Work 
(AfW) for simplifying app management.

TRACKING & CONTROL
Start monitoring managed devices as soon as they get 
enrolled. Gather location information from the device’s 
GPS, down to street-level accuracy.

SIMPLIFY BYOD
Bring Your Own Device (BYOD) programs can be easily 
managed while adhering to strict usage requirements of 
user-owned devices.

Available for:



Key Features

EASY ENROLLMENT

Enroll your iOS, Android or 
Chromebook device quickly. Allow for 
self enrollment in case of BYOD.

CREATE DEVICE GROUPS

Create groups for multiple mobile 
devices. Deploy apps, settings and 
restrictions to all devices within the 
group.

REMOTE WIPE

Retired or lost devices can be wiped 
remotely to ensure data security is not 
compromised in the wrong hands.

REMOTELY PUSH APPS

Install apps remotely from Google Play 
Store or Apple App Store across all 
your mobile devices.

RESTRICT NETWORK ACCESS

Restrict Bluetooth, Wi-Fi Direct (SAFE 2+), 
MDM-provisioned Wi-Fi and VPN 
configurations.

SEND MESSAGES TO DEVICES

Remotely send messages to selected 
devices from the cloud-based console.

RESTRICT DEVICE FUNCTIONALITY

Over 30 device restriction options like 
restricting use of camera, mic, external 
storage connectivity, screen capture 
and much more.

REMOTELY LOCK/ UNLOCK DEVICES

Remotely lock, unlock or disable 
devices easily in case devices are stolen 
or compromised.

WEB FILTERING

Create and implement user policies 
regarding safe search protocols, 
website and IP blocking, as well as 
YouTube video, category and channel 
restrictions.

Use organization's Device Enrollment 
Program (DEP) to deploy organization-owned 

Apple devices.

Apple Device Enrollment Program

Manage applications procured under the 
Apple Volume Purchase Program (VPP).

Apple Volume Purchase Program 

Manage Android Enterprise/Android for Work 
corporate devices. 

Android for Work

Manage Samsung SAFE V2+ Android 
smartphones and tablets securely.

SAFE Samsung for Enterprise
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To learn how your computing environments 
can benefit from Faronics Solutions, visit
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SYSTEM REQUIREMENTS
iOS v9 or higher

Android Lollipop v5 or higher

ChromeOS v67.0.3396.102 or higher

MDM Features

Features         iOS                      Android                      ChromeOS

Cloud-based Management Console

Dashboard

Group-based Restrictions

Device Location Tracking

On-demand Live Actions

Remote Application Management

Remote Disable/Wipe

Send Message

Device Restrictions

Over-the-air Settings

Kiosk Mode

Custom App Push

Work and Home Policies

Web Filtering


