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Introduction

Deep Freeze Enterprise integrates seamlessly with most third-party software management solutions
including BigFix, ZenWorks, Altiris, and others. This white paper addresses how to deploy and manage
Deep Freeze Enterprise through BigFix Patch Manager.

This document assumes that Deep Freeze Enterprise is deployed over a large network with multiple
remote sites that have an Enterprise Console for local administration. It also assumes the Central
Office is able to reboot workstations into a Thawed state, make updates, and set the workstations back
into a Frozen state from the BigFix Console.

Deploying Deep Freeze Enterprise with BigFix

Install the Deep Freeze Configuration Administrator on the same computer as the BigFix Console and
create a set of installation files (Enterprise Console, Workstation installation file, and, if necessary, the
Workstation Seed) configured accordingly to your needs. Those installation files should already have
configured passwords, Maintenance Periods, and any other settings the central administration wants
modified.

Since we are not using the Deep Freeze Enterprise Console to manage the workstations, at least one
password with Command Line privileges (CMD) must be set, because CMD passwords are used to set
the workstations into a Thawed state before making updates. Another workstation (WKS) password
should be created to allow local administration to make changes in the workstations. Once Deep Freeze
has been deployed, the workstation password(s) must be changed by the local administration so every
site has a unique password.

] Deep Freeze Enterprise Configuration Administrator |:||:.[g|
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Once the installation files are created, BigFix can be used to deploy them to every remote site.

To deploy Deep Freeze using BigFix, complete the following steps:

1. Inthe BigFix Enterprise Console, go to Wizards > Windows Software Distribution, as shown.

BES Console
L E 1

lu;

Application Usage

Application Usage Information

Dashhoards

Client Manager for Anti-Virus
Ovenviews

Deployrment Health Checks
Microsoft Office Ovenview
Patches for Windows Overview

Power Tracking Information

“ulnerabilities to Windows
Ovenviews

Fixlets

Wiew All Relevant Fixlet
Messages

Wiew Relevant Client Manager
for Anti-Virus Fixlet Messages

“iew Relevant Patches for
Windows (English) Fixlet
Messages

Wiew Relevant SANS Top
Vulnerabilities to Windows
Systems Fixlet Messages
‘iew Relevant Security Policy
Manager Fixlet Messages

iew Relevant Updates for
Windows Applications Fixlet
Messages

Wiew Fixlet Actions

Wiew All Applicable Taske
Wiew Applicable BES Asset
Discovery Tasks

Wiew Applicable BES Power
Management Tasks

‘iew Applicable BigFix Remote
Desktop for Windows Tasks

Wiew Applicable Client
Manager for Anti Virus Tasks

Task “Software
Fie Edit Wiew Tools Dashboards | wizards Window Help

Anti-Virus Defirition Lipdate Wizard.

BigFix Asset Discovery Nmap Configuration Wizard. ..
File Pre-Cache Wizard. .

Lacation Praperty Wizard. .

McAfes On-Demand Scan Wizard. .

Microsoft Baseline Security Analyzer Wizard, .
Microsoft Office Source Configuration Wizard..,
Microsoft Rollback Task Wizard...

Pawer Profile Wizard.

RPM Deployment Wizard...

Service Baseling Wizard. ..

Solaris Patch Rollback Wizard...
wake-from-standby Scheduling Wizard. .
wake-or-LAN Scheduling Wizard. .

Windows Defender Update Wizard...

Wiindows Registry Wizard..

Description

18]

N
Name [ categor [ site [ applicabl... _~ | Opens
Software Distribtion - Deploy: Deep Freeze Saftware Distribution Waster Operatar ... 1
Software Distribution - Deploy: Desp Fresze Software Distribution Master Operator ... 2[4 ]

|

4]
omputers | Computer Groups | Analyses | Console Operators

: Deep Freeze

Action History |

This task will deploy: Deep Freeze.

This task iz applicable on: YWindows 2000, Windows XP and Windows Vista

2 Applicable Computers
0 Open Actions

® Click here to initiate the deployment process

\Connected to database ‘bfenterprise’ as user EvaluationUser” [
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2. The Windows Software Distribution Wizard appears, as shown below. Specify a name for the
task.

Click Next.

|
BES Software Distribution Wizard for Windows

wWelcome to the BES Software Distribution Wizard for Windows.

This ‘\Wizard will assist you in deploving software applications to Windows computers which have the BES
Client installed. Upon completion of this Wizard, a new Task will appear in the BES Cansole that will allaw ywou
to deploy your application to BES Clients using the standard "Take Action” dialog.

Mote: This wizard will anly pravide deployment and very basic packaging of software, It is assumed that the
application you deploy will have an installer that can be executed silently (if applicable) on local BES Client
computers,

Specify the name of the application wou wish to deploy. This is the name that will appear in the Task tab in
the BES Server (&.q. Adobe Acrobat Reader 5.0

|Dee|: Freeze

T T

3. Inthe dialog shown below, specify the location of the workstation installation file.

Click Next.

indows Software Distribution Wizard

BES Software Distribution Wizard - Source Files

Choose the source of the package to be deployed to the BES Client computers.

{~ Download from URL- Retrisve the package from the URL,
Jhktp: i
s File - Select the package on this computer.
|C:'|,Temp'|,DF6Wks.exe
(™~ Folder - Select a folder on this computer {a compressed archive will be created).
|C:'|,
™ Include SubFolders

Mote: The filefs) you select will be placed on the BES Server and a SHAL checksum will be calculated
and stored in the action for security and caching purposes, If vou would like to change the file(s) later,
vou will need to run this wizard again.
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4.  Selectall platforms that you want to install Deep Freeze on. Since Deep Freeze is not supported
by Windows NT and Windows Server 2003, clear the check boxes. Click Next. If the Deep
Freeze Server version is to be deployed, select Windows Server 2003.

4 windows Software Distribution Wizard x|

BES Software Distribution Wizard - Platform Choice

Select all platforms for which this package is applicable.

[~ Windows 95

[ windows 95

[ windaws ME

[ Windaws NT

¥ ‘Windows 2000

W Windows %P

[ wWindows Server 2003
¥ ‘Windows Yista

[ Windows 2008

5. Select how to target relevant computers. For this example, None-Target by OS only has been
selected.

4 vrindows Software Distribution Wizard |

BES Software Distribution Wizard - Installation Parameters

Specify how to target relevant computers.

Mote that if the first radio button under the "Applicability” tab of the "Take Action” dialog box is selected at
the kime the Task is deployed, the selected criteria will also be used ko determing the success of installation,

{+ Mone - Target by O35 only,

(™ Registered Application- Enter the name of the registered application.

("~ Service- Enter the service name (Windows MT, 2000, XP and 2003 only).
(™ File - Enter the complete pathname of the file,
IC:'lI
(™ Registry key- Enter the complete pathname of the reqgistry key.
|

[~ Optional; Specify a key value, Enter DWORD values in hexadecimal Form
Jor
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6. Enter the full command line used to perform the Silent Install: DFwks.exe /Install.

4 Windows Software Distribution Wizard

BES Software Distribution Wizard - Command Line Options

Enter the full command line to use to execute the installer (e.qg., setup.exe /s).

Note: For Windows Installer files, enter the entire command line beginning with _msiexec_ (e.q.,
msiexec [iinskaller.msi).

Note: If the installation source is a Folder containing subfolders, wou must specify all file paths relative ko
the top-level Folder. For example if the full path ko the executable is TopFolderiSubFolderiinstall. exe, enter
the relative path SubFolderiinstall exe belaw.

Note: Use guotes For filanames which contain spaces. (e.g., "software install.exe").

|DF6Wks.exe ‘Install

7. On the next screen, the text fields for this task can be customized. If needed, edit the text
fields and click Next.

BES Software Distribution Wizard - Summary

The parameters below will be used to create a Software Distribution Task in BES.

Please ensure the accuracy of this information before clicking the 'Create’ button to create this bask in BES.
Select the "Back’ button ko return to the Wizard and continue editing wour entries. Click 'Cancel' ko exit this
Wizard entirely.

Application Name: IDEED Freeze

Source: |cs\TemplDFsuks exe

Target Platforms:  [inzo00, winkp and winvista

5uccessf_u| INo Dietection
Installation Check:

Command Line: |DFEwks. exe (Install

I~ Create a one-time action. Leave this unchecked to create a Fixlet you can reuse.

8. Click Finish. A password screen is displayed. Enter the password and click OK.
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10.

The next screen is used to create a customized Task message. Click OK to continue. The

BigFix Enterprise Console main screen appears, showing the new task.

Double-click the Deploy Deep Freeze task. The details are shown on the bottom half of the

screen. Click on the indicated link to start deployment.

BES Conscle

Applicaties Whage L}
Application Ussge Information

Dashhoards L]
Cliant Manager for At
Ovamew
Daplerprisnt Heilh Chicks
Micrasat Cfca O e

Dok Cit yew Tock Cwhbowds Wiords Wrdow b

B[N Aok Taks (67
5 [N A Tk t2301
5[4 BES Cenk Settings Tesks (229
5| 823 ServerThelay Settrge Tagks [14)
s | Py Coshon Tasks (21
Y Locamy sdden Tasks 00
| obany Hesden Tastan)
|2 PioreMisster Cperatod Cushon Tesks (00

Softwears Diskrbution Operatw ... I
Softvars Ditréwtion Matar pra ..

Sotaurs Durtuiion- o
Softwiars Ditribution - Dapkay: Desp|

Freams
Fraum

1l 1]

el e )
Task:Saftears Dabritutian - Degley: Deep Freees.

Patches fir Windows Dvesiaw
Pawar Traching Information

Wil BIRIS B WA oS
O

Software Distribution - Deploy: Deep Freeze

Thka tacak vl dophay: Dosap Fragze
Thita 1k {5 appicable an Windaws 2000, Wiredows £F and Windows Visla

| ® Chick {rgs b kst fha dapicgmant process |

"W Al Relevand Fislel
Wazsages

‘e Rebevant Cliont Masages
for Ainti-Misus: Fislet Massages
irwr Rielreant P atciees for
Whsdawrs [English) Freket
Wassages

iew Ralrvant SAHS Top
Vilmeaa il itins o Wisdaws:

Systems Fizlel Massages

e Rakevant Seceity Policy
Mampger Fizlel Masssges
Ve Febeeant Upel ates: for
Windgurs Apglications Fislst
Wazzages

View Fialel Actiors

i Al Apaliabie Taaks

“view Applizalila BES A

Destorvady Taaks

“View Applizalila BES Pawar

i i Tiaaba

i Applicalil BegFie Ramate
Dt Tar Windiows Tasbs

i Applicalil O

Mgt far it Watids Tacks -

T [Connarted o dsdha’

11. The Take Action window appears. Select the workstations to install Deep Freeze on.

Although Deep Freeze will not be deployed on any Windows NT or Windows Server 2003,
BigFix can install it on any Windows 2000 Server present on the network.

12. Ensure that any Windows 2000 Servers and remote site administrative workstations are

deselected from the list. Click OK.

Take Action

Mame:  [Deploy Deep Freeze

Preset [Defaul

j I™ Show only personal presets Save Preset Dielete Preset
Target | Message | Constiaints | Execution | Fostaction | Rekevance | Action Serint|
Target:

& Specific computers selected in the list below

&)l computers with the property values selected in the tree below
 The computers specified in the list of names below

4 Applicable Computers (2)
{21 By Retrieved Properties

600 1hz PENEL.
. 3000 Mhz Pert...

11/10j2004 4:

TEST TOWER Wi G
TESTSERVER. Win2000 5. 11/10/2004 4:... Ma

L1
Cancel
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Deep Freeze Enterprise is then deployed to the specified workstations. These workstations will later
reboot into a Frozen state.

The workstations must then be configured to prevent BigFix from generating a different entry into its
database every time a Frozen workstation starts up. To do this, complete the following steps:

Set BigFix service to start manually in the workstations.

2. From the workstation where the Deep Freeze Enterprise Configuration Administrator is
located, copy the Command Line Control tool (DFC.exe) to all the workstations.

This program is located in C:\WINDOWS\system32.

3. A fewlines must be added to the login script to guarantee that the BigFix service doesn't start
up unless the workstation is in a Thawed state.

The following is a batch file to ensure that the BigFix service doesn't start up unless the workstation is
in a Thawed state:

@ ECHO OFF

IF EXIST C:\PERSIO.SYS GOTO INSTALLED
GOTO END

: INSTALLED

DFC.EXE get /ISFROZEN

IF ERRORLEVEL 1 GOTO ERROR1
IF ERRORLEVEL O Goto ERRORO
:ERROR1

ECHO ERRORLEVEL 1

NET STOP BESCLIENT

GOTO END

:ERRORO

ECHO ERRORLEVEL 0

NET START BESCLIENT

GOTO END

:END

Deploying the Deep Freeze Enterprise Console

Since the Enterprise Console is a stand-alone executable file, it can be deployed by copying it into
every single remote site administrative workstation. The first time the local administrator runs the
Console, a One Time Password (OTP) must be entered in order for the console to be activated. This
OTP must be created using the Configuration Administrator, located in the same workstation as the
BigFix Enterprise Console.

Once the Deep Freeze Enterprise Console is deployed to all administrative workstations throughout all
remote sites, every local administrator should replace the default Deep Freeze workstation password
with one of their own.
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Making Permanent Configuration Changes with BigFix

In order to make any permanent configuration changes in the workstations, such as updating critical
patches and/or virus definitions, Deep Freeze must be disabled by rebooting the workstations into a
Thawed state. The updates can then be deployed through BigFix or an Enterprise antivirus solution.

One method to accomplish this is by making updates and critical patches strictly during the Maintenance
Period.

Another way is using BigFix to run a batch file to set the workstations into a Thawed state and, after the
updates have been installed, another batch file to return them to a Frozen state.

The command used to reboot the workstations into a Thawed state is: DFC password /BOOTTHAWED.
The command used to reboot the workstations into a Frozen state is: DFC password /BOOTFROZEN.
The Command Line Control tool (DFC.exe) must be in all workstations for the batch file to work.

If the Command Line Control was not copied to the workstations, then the steps to set workstations
into a Thawed state are very similar to those in the deployment process.

Creating Tasks in BigFix
To create a task with BigFix, complete the following steps:
1. Open the BigFix Enterprise Suite and start the Windows Software Distribution Wizard. Name
the task Reboot Thawed.

2. Follow the steps until the Choose the source of the package to be deployed to the BES Client
computers window appears, as shown below.

4 windows Software Distribution Wizard x|

BES Software Distribution Wizard - Source Files

Choose the source of the package to be deployed to the BES Client computers.

{~ Download from URL- Retrieve the package from the URL,
Jhktp:)
s File - Select the package on this computer.
|C:'|,Temp'|,DF6Wks.exe
¢ Folder - Select a folder on this computer {a compressed archive will be created).
|C:'|,
7 Include Subfolders

Mote: The file(s) vou select will be placed on the BES Server and a SHAL checksum will be calculated
and stored in the action for security and caching purposes. IF you would like ko change the fileis) later,
woul will need ko run this wizard again,

3. Click Browse and locate the DFC.exe file. It is located on the same workstation where the
Configuration Administrator was installed.

4. Continue to follow the prompts until the field Enter the full command line to use to execute the
installer. Type in DFC password /BOOTTHAWED.
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To create the task that sets the workstations into a Frozen state, the above steps must be completed
again, using the command to restore Deep Freeze’s protection, which is DFC password /BOOTFROZEN.
Name that task Reboot Frozen. It is important to remember that the password used here is the one set
up with Command Line rights.

B BigFix Enterprise Console - [Task "Software Distribution - Deploy: Deep Freeze"] ] |

t View Iook Dashboards | Wigards iindow Help =131

Anti-¥irus Definition Update Yizard. ., e Tcoteger Toe= Tappicatl. = Jopen;
BES Console BigFix Asset Discovery Nmap Configuration Wizard. .. Software Distribution - Deploy: Deep Freeze Software Distribution Master Operator ... 3[4 1
u File Pre-Cache Wizard. Software Distribution - Deploy: Deep Fresze Software Distribution Master Operator ... 2[4 1]

Wser

Application Usage Information

Dashhoards

Patches for Windows Overview

Power Tracking Information

Vulnerabilities to Windows
Crwerviemw

Fixlets

Wiewr All Relevant Fixlet
Messages

Wiew Relevant Client Manager
for Anti-Virus Fixlet Messages
View Relevant Patches for
Windows (English) Fixlet
Messages

View Relevant SANS Top
Vulnerabilities to Windows
Systems Fixlet Messages
View Relevant Security Policy
Manager Fixlet Messages
View Relevant Updates for
Windows Applications Fixlet
Messages

View Fixlet Actions

View All Applicable Tasks
Wiew Applicable BES Asset
Discovery Tasks

View Applicable BES Power
Management Tasks

‘iew Applicable BigFix Remote
Desktop for Windows Tasks

Wiew Applicable Client
Manager for Anti-Virus Tasks -

Location Property Wizard. .

MeAfee On-Demand Scan Wizard. .
Application Usage Wicrosoft Baseline Securty Analyzer Wizard. .

B Wicrosoft Office Source Configuration Wizard

Microsoft Rolback Task Wizard. ..

Power Prefle Wizard, .

RPM Deployment Wizard. .

Service Baseline Wizard..,

Solaris Patch Rolback Wizard. .

Micrasoft Office Overview indows Registry Wizard. ..

gtz:{"xf”g” (i AOTEARS Wake-from-Standby Stheduing Wizard. .. < |
‘Wake-on-LAN Scheduiing Wizard. .. amputers | Computer Groups | Analyses | Cansole Operatars
Deployment Health Checks Windows Defender Update Wizard...
: Deep Freeze 2 Applicable Computers

0 Open Actians

Detais | Applicable Computers | Action History |

Software Distribution - Deploy: Deep Freeze

Description

This task will deploy: Deep Freeze.

This task is applicable on: Windows 2000, Windows XP and Windows Vista

® Click here to initiate the deployment process

|Connected to database benterprise’ as user EvaluationUser' (I [

The reason for using the BigFix Software Distribution Wizard, instead of running a regular batch file
to set the workstations into a Thawed or Frozen state, is that the DFC.exe file is not present anywhere
except the central office’s administrative workstation. Therefore, the file has to be pushed and executed.
Since BigFix is not actually installing it, no trace of the program is left behind.

Deploying Critical Updates and Virus Definitions

All workstations are set up with the same Maintenance Period so updates can be performed during
that time frame. To push down patches at a different time, complete the following steps:

MR S .

Open the BigFix Enterprise Console.

Reboot the desired workstations into a Thawed state by performing the Reboot Thawed task.
Wait approximately 10 to 15 minutes to give all the workstations enough time to restart.
Perform the updates as usual.

Reboot the workstations into a Frozen state by performing the Reboot Frozen task.

The workstations are then updated and protected by Deep Freeze.
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