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Introduction

Deep Freeze provides network administrators with a simple and 100 percent successful method of
maintaining desktop systems and reduces software technical support to an absolute minimum.
Completely invulnerable to hacking, Deep Freeze instantly protects and preserves original computer
configurations. No matter what changes a user makes to a workstation, simply restart to eradicate all
changes and reset the computer to its original state. Computing environments are easier to manage and
maintain, and expensive computer assets are kept running at 100 percent capacity. The result is a truly
protected and parallel network, completely free of harmful viruses and unwanted programs.

Who should use this document?

This document is intended for anyone who wants to use Deep Freeze in an Altiris environment. It
explains how to:

 Install the Altiris agent remotely
+ Install and upgrade the Configuration Administrator
+ Install and Uninstall Deep Freeze Workstation files and Seeds

+ Install and use Deep Freeze Command Line Control (DFC) to manage workstations both manually
and as an Altiris job

To use this document, you should:
« Have a working knowledge of Altiris Deployment Console
o Be familiar with creating Altiris jobs

This document assumes that all the components of your Altiris environment are installed, configured,
and operating correctly. The examples are based on Altiris Deployment Console version 6.0 (build
206).

Installing the Altiris Remote Agent

Before you can install and manage Deep Freeze remotely, you must install the Altiris Remote Agent on
the workstations (Altiris calls these clients) where you want to install Deep Freeze.

This following procedure is our recommended method for installing the Altiris Remote Agent. For
more information on this and other methods for installing the remote Agent, see the Altiris Deployment
Console documentation.

To install the Remote Agent on client computers, you need an account with local user rights. You only
need to use this account when installing Remote Agent, so either use your domain administrator or a
domain account with local user rights.

To install the Altiris Remote Agent:

1. Confirm that your account has local user rights (admin$ Share), by browsing to:
\\<hostname>\admin$ and replacing <hostname> with the name of the workstation on
which you want to install the Remote Agent. If you can access this share you have sufficient
rights.
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2. Inthe Altiris Deployment Console, from the Tools menu, select Remote Agent Installer. Follow
the instructions then select the workstation(s) where you want the Remote Agent installed.
E Eoot Disk Creataor
G] PC Transplant Editar
ImageExplorer
Fi8IFemote Agent Inskaller
ﬁ PE Configuration
& Wise MSI Editor

Qpkions. ..

Security...

Alkiris Tools k

Remote Agent Installer ] 5[
Remote Agent Install (‘
Selecting Clients \: :

Create a lizt of all the clients pou want to installto. Chek 'Add’ to add clients. *ou can specify
clientz by computer name or IP addrezs. Click 'Finizh' to begin installing.

Computer Mame | Ilzername | Inztall Directom | Status
@ kWM 2-4 C:sProgram FileshAltinshaClient',

| i

Hemoyve | Eroperties | Import | Export |

< Back | Finizh | Cancel | Help |

3.  Click Finish..

Once you have installed the Remote Agent, you can install Deep Freeze software on the workstations
as long as you remain connected with those workstations.
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Installing the Deep Freeze Configuration Administrator

The Deep Freeze Configuration Administrator is the component of the Deep Freeze installation that
allows you to install workstation files, Workstation Seeds, and create the Enterprise Console.

The Configuration Administrator should only be deployed to workstations that will require the
administrative portion of the software installed.

The following procedure uses a Customization Code. Keep this code secure as any user who obtains
the Customization Code can bypass installed copies of Deep Freeze.

To Create an Altiris Job for Installing the Deep Freeze Configuration Administrator:

In the Altiris Deployment Console, from the File menu, select New>Job Wizard.
2. In the Manage Your Computers dialog box, select Deploy software packages.
In the Name this job box, type a job name and click Next.

MNew Job Wizard __ . x|

Manage Your Computers e
What would you like to do? ;__f'l
'\-\..__:-r

£ Create an image
Chooze thiz option to create a disk image of a computer oh the network,

" Deploy and configure computers
Choose thiz option to distribute an image to one or more computers.

0 iDeploy zoftware packages
i Choose thiz option to distribute packages to other computers

C Bestore a computer
Chooze thiz option to reztore a computer b a previous configuration.

" Migrate computers
Chooze this aption ta migrate your computers.

M ame this job: Deploy Deep Freeze Configuration Administratar

£ Back | Mext » I Eirzty Canicel Help
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In the Job Conditions dialog box, accept the defaults and click Next.

In the RapidInstall and PC Transplant Packages dialog box, click Add and browse to and
select the Deep Freeze Configuration Administrator install file.

New Job Wizard i) x|

- ¥ '
Rapidinstall and PC Transplant Packages p ;""
Wwhould poulike to ingtall any sofbware packages? 3]

Fackages to be installed:

Package | [escription |_
o S ADEEERE exe

Delete

il

Options...

Click Add to browsze for packages.
Click Mext to continue.

< Back | Mest » I Eirzky Cancel Help
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6.  Click Options.

Distribute Software ) x|

Software Package Options
Select a zoftware package and set distribution optionz.

M arme: I..h..'x..k..'xDFEE it exe E’l
% Title: [unknown package type]
ot Descriptiorn:
Created:
Platfarm:

— Package diztribution options

Fassward | Adwanced... |

[ | Burnir quist mode [T &pplyto allusers

[ Copy &l director files [T Copy subdiectones

Additional command-ine switches:
Aupdate="1234567390" c:hdflog. tat

< Back I et > I Finizh Cancel Help

7.  Type the command /update=<customization code> c:\dflog.txt, where
<customization code> is a ten-digit encrypted code that you assign, and Altiris applies to
the Deep Freeze installation, and click OK.

To Run the Altiris Job for Installing the Deep Freeze Configuration Administrator:

1. Drag and drop the created job on the machine where you want to install the Deep Freeze
Configuration Administrator. .

2. Schedule the job to Run Immediately.

A warning message appears indicating the file is not a valid RapidInstall or PC Transplant
package.

3.  Click Yes.

Altiris installs the Configuration Administrator on the client computer.

4.  Browse to C:\Program Files\Faronics\Deep Freeze 6 Enterprise and double-click DFadmin6 to
start the Configuration Administrator.
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Upgrading the Deep Freeze Configuration Administrator

To upgrade the Deep Freeze Configuration Administrator to a more recent version, replace the
installation file on the network share with the updated DF6Ent.EXE application and complete the
previous procedure.

Installing the Deep Freeze Workstation installation file and
Workstation Seed File

The Deep Freeze workstation install files and Workstation Seed files are the workstation level
components of Deep Freeze that need to be installed on all workstations that protected by Deep
Freeze. The following procedure assumes that you already have created the Deep Freeze installation file
or the Seed file and are ready to install.

You do not need to install both the workstation installation file and the Workstation Seed. The
workstation installation file contains a full copy of the Workstation Seed and is installed when you run
the full workstation installation. The Workstation Seed should only be installed if you want to use the
Deep Freeze Enterprise Console to push the workstation installation file to workstations rather than
using Altiris.

To Install the Workstation Installation or Seed Files:

1. Copy the Seed or the workstation installation file to a share on the network that the
workstation can access.

2. Inthe Altiris Deployment Console, from the File menu, select New>Job Wizard.
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3. Inthe Manage Your Computers dialog box, select Deploy software packages.

=

New Job Wizard . x|
Manage Your Computers e
wihat would pou like to do? \_Q,_/l

" [Create an image
Chooze thiz option to create a dizk image of a computer on the network,

™ Deploy and configure computers
Chooze this aption ta distribute an image to one or more compliters,

{* Deploy software packages
Choose thiz option to distribute packages to other computers.

- Restare a computer
Chooze this option to restore a computer b a previous configuration.

" Migrate computers
Chooze thiz option to migrate your compters.,

M ame this job: Deep Freeze install

+ Back | Mext » I Eirzky Canicel Help

4.  In the Name this job box, type a job name and click Next.

In the Job Conditions dialog box, accept the defaults and click Next.

6. In the RapidInstall and PC Transplant Packages dialog box, click Add and browse to and
select the workstation or Seed install file.
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7. Click Options.

Mew Job Wizard

Rapidinstall and PC Transplant Packages
“would you like ta install any software packages?

AdministratorDesktophDFEWks. exe

10
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8. Type the command /install and click OK. This lets Deep Freeze install without your
intervention, or “silently”

Distribute Software

Software Package Options
Select a software package and set distribution options.

[Hinstall |

Faronics 1
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Select the workstation(s) where you want the package installed, and click Next.

Mew Job Wizard M

Select Computers g)
b

Ywhat computers should this job apply to?

9.

‘..

@t

£~ Do not apply thiz job bo any computers at thiz time
Select thiz ophion to simply store thiz job.

% Assign this job to one or more computers
Select the computer(z] to azsign thiz job ta:

@ Al Computers
@ Mew Computers

é} N

Mew Computers... Defing or impoart new computers

< Back | Mext » I Eirzky Canicel Help
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10. In the Schedule Job dialog box, select Run this job immediately, and click Finish.

New Job Wizard s x|

Schedule Job e
Fiun job immediately or zchedule it for a later time or interval, '\—-ﬁ’_/l

Job Schedule | 1 Computerfs] Selected | 1Job(s] Selected |

i~ Leave job unzcheduled at this time.

" B thiz job immediately. :
Schedule for immediate execution

" Scheduls this job.
Schedule this job to ruk at a later time or interval.

[ate; |1f 542007 'I Time: | 224 PM j

[T Bepeat this job every |1 Idﬁ.'r'lSJ j

V¥ Allow this job ta be defered for up to IE Iminute[s] LI

[T Schedule in batches of I5 Carnputers at |25 rifuteRtenals

< Back et > | Einizh I Canicel Help

Altiris will install Deep Freeze and Deep Freeze will start in a Frozen state.

Uninstalling Deep Freeze

To uninstall Deep Freeze, simply thaw or disable Deep Freeze on the chosen workstation(s) using
the boot Thawed command discussed on the following pages of this document. Then complete the
previous installation process.

Faronics 13



JEEF

Using Deep Freeze Command Line Control to Control Deep
Freeze

The Deep Freeze Command Line Control (DFC) offers network administrators increased flexibility
in managing Deep Freeze workstations. DFC works in combination with third-party enterprise
management tools and/or central management update workstations on the fly and on demand. For
more information on the DFC command, see the Deep Freeze Enterprise User Guide.

Installing Deep Freeze Command Line Control on workstations

You can control an installed copy of Deep Freeze using Altiris Deployment Console and Deep Freeze
Command Line Control (DFC). The DFC.EXE application is installed by default in the C:\Program
Files\Faronics\Deep Freeze 6 Enterprise folder. You must copy it to workstations or run it by Altiris
from a publicly accessible network share on the local machine to control the status of the systems.

To install DFC on workstations:

1.  Copy the DFC.exe file to a share on the network that the workstation can access.

2. In the Altiris Deployment Console, select the workstation(s) where you want the DFC
copied, right-click, and select Copy File to.

2, pestore. .,

@ Histary. ..
Configure, ..
ouick Disk Image.. .

Pawer Cantral L

Remote Contral, ..
Execute..,

EHl—opy File to...
Chat. .,
Advanced L

Mew Job Wizard. ..

ﬂ Mew Eroup...
E Mew Cormputer. ..

Fename
¥ Delete
Change Agent Settings L

Petmissions. ..
Job Scheduling Wizard. ..
Properties...
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3. In the Copy File dialog box, select Copy File and in the Source path dialog box, select the
DEFC.exe file you want copied to the workstation, and in the Destination path box, type
the location you want it located on the workstation. We recommend you put it in the C:\

Windows\System32 folder since this location is already mapped.

Copy File To

Copy File
YWhich files should be copied?

X

Enter the name of the source file or directony to copy to the
remote computers).

&+ Copy file i~ Copy directony

Source path:

C:hDocumentz and SettingstAdminiztratorhDeskiopDEC. ex

[T Copy subdirectones Advanced... |

Destination path:

|E:'xwindu:ws'xsystem32'xD FC.exe

k. I Cancel

Help

4. Click OK

The DFC.exe file is transferred to the workstation. Once file is transferred you can start

using DFC command on the workstations.

Controlling Deep Freeze with DFC command

The following procedure provides an example of controlling a workstation using the DFC command,

by thawing a workstation.

You can thaw a workstation in three ways:

1. From the Deep Freeze Console, select the machine in the workstations pane, and select Reboot

Thawed.

2. On the local machine, shift+double-click the Deep Freeze icon, enter the Customization Code,

and thaw the machine.

3. Using the DFC command remotely, as described in the following procedure.

Faronics
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You can control Deep Freeze with the DFC command using the Altiris Deployment Console manually
or by creating an Altiris job.

To manually use the DFC command to control Deep Freeze:

1.  In the Altiris Deployment Console, right-click the workstation where you want the DFC to
run and select Execute.

E Restare. ..

B History. ..
Configure. ..

Qick Disk Image. ..

Power Control ¥

Remate Cantral, ..

Execute. ..

ZE| Copy File ka...
Chat, .,
Advanced L4

Mew Job Wizard. .,

ﬂ Mew Group. .,
’,@, MNew Computet...

Rename
> Delete
Change Agent Settings b

Petmissions. ..
Job Scheduling Wizard. ..
Properties...

2 In the Execute a Remote Command dialog box, in the Command to execute box, type the
command line you want to execute; for example, to thaw a machine type dfc <password>
/bootthawed, where <password> is the password you have set in the Deep Freeze
Configuration Administrator, and click OK. Include a space between the password and the
switch (/).
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Execute a Remote Command ] ﬂ

C>9 Enter a command that vou would like executed on the
= remote computer(zs] selected.

Command to execute:

~

To execute the command az anather user, chick the Uzer
bittar,

Run az: Uszer... |
k. I Cancel | Help |

Here are some example DFC command line switches:

/THAWNEXTBOOX - Sets the computer to reboot into a thawed state during the next reboot. This
command only works on Frozen workstations.

/FREEZENEXTBOOT - Sets the computer to reboot into a frozen state during the next reboot. This
command only works on Thawed workstations.

/THAWLOCKNEXTBOOT - Sets the workstation to restart into a Thawed state with the keyboard and
mouse locked during the next reboot.

Refer to the Deep Freeze Enterprise User Guide for other possible command line switches.

Please note that the use of hte / BOOTTHAWED /BOOTFROZEN, and /BOOTTHAWEDNOINPUT
perform a reboot immediately upon being run. This immedate reboot prevents the Altiris
Deployment Server from being able to realise that the command has run succesfully. To ensure
that the command is properly run the use of the /THAWNEXTBOOT, /FREEZENEXTBOOT, and
/THAWLOCKNEXTBOOT commands is reccomended.

Using DFC in an Altiris job

The following procedure automates the process of using the DFC command to control Deep Freeze so
that you can run the job anytime.

To Create a DFC Altiris Job that Uses DFC:

1.  Inthe Altiris Deployment Console, right-click the Jobs pane and select New Job.

2. In the Job Properties dialog box, in the Name box, type a name (Description is optional)
and click Add.

Faronics 17
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Job Properties I x|

Hame: IEnaI:ule Deep Freeze

Descnption: | Tuming on Deep Freeze to protect the warkstation from any changes ;I

[z

Condition: I[default] j Setup 3 |

T azk, | Dietails | llil

Add > |
odify. .. |
Delete |

k. I Cancel | Help |

3. Select Run Script.

Create Disk Image...
Distribute Disk Image. ..
Scripted 05 Install.

Distribute Software. .,
Manage SWS Laver...
Capture Personality. ..
Distribute Personality. ..

Maodify Configuratior. ..

Back Up Registry. ..
Restore Registry...

et Invenkary

Run Scripk. ..

Copy Eile to...
Power Caontral, ..

4. Inthe Script Information dialog box, select Run this script and type the script you want to run.
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5.  Inthe Choose the script operating system area, select Windows..
Runscript x|
Script Information i
Scriptz can run in the production operating system on the client, on the Deployment v.\_”f_,l
Server, or ih the automation pre-boot environment an the client, >
" RBun the script from file:
Filename: ﬂ ey |
D ezcription:
% Fun thiz scripk;
iz password Afreezenestbont ;l Impart..
ghutdowr -r -t 10 4'
4] L|_I
Choose the script operating system
' Windows O Dos T Linus
< Hack I Mest » I Firigt Cancel Help
6.  Click Next.
7. Inthe Script Information dialog box, accept the defaults and click Next.
Faronics

19



DEEF

Runscript x|

Script Information 7 e
Scripts can run in the praduction operating sestern on the client, on the Deployrment = J
Server, ar in the autamation pre-boot environment on the client, c

—Script Fun Location
% in the client computes

" Locally on the Deployment Server

I¥ | Bun iwhen the agentis connected

— Client Burn Ernvironment
{*' Production - Clientinstalled D5 [windows/Linux]

— Secunty contest - PAindows only)

' [iefault [local system accourt]

i~ Specific uzer I Sl Uger.. |

— Script Optianz - [indaws anly]

Seript bwindow ; I birimized j

— Soript Dptions - Mafindows/Linus)

Additional command-line switches ; I

" Automation pre-boot environment [DOS Avfindows PE ALinus)

: [Tefault refers bo tzng the Autamation
| f s I
Default Automation [Auta-select] = martitiar i the default BLE boat optiarn,

< Back I Memt » I Finizh | Cancel Help
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8.  In the Return Codes dialog box, accept the defaults and click Finish.
Runscript x|
Heturn Codes 7 iy
How should we rezpond to return codes? A return code of O iz congidered -5 ]
a success. Al other values are congidered a failure. 2
Succesz (0]
Drefault: I Stap j
Cther return codes:
Code | Rezponze | RHesult | Statuz |
M azter Return Codes... | Add... | tmdif | [elete |
¢ Back | 0k =t | | Finizh I Cancel | Help |
Faronics’

21




DEEF

9.  In the Job Properties dialog box, click OK.

Job Properties ) x|

Marme; IEnaI:uIe Deep Freeze

Deszcrption: | Tuming on Deep Freeze to protect the warkstation from any changes :I

e

Condition; I[default] j Setup > |

T azk | D etailz | ilil

Fun Script [embedded)
Add |
odify.... |
Delete |

k. I Canicel | Help |

The Altiris job is created.

You can now drag and drop the job to the workstation of your choice, and you can schedule the job to
run immediately or at some future date.
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