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Introduction

The process of updating virus definitions on workstations protected by Deep Freeze Enterprise involves
three fundamental steps:

1. Rebooting the workstations into a Thawed state so the updates are kept upon restart.
2. Updating the virus definitions
3. Shutting down or restarting the workstation into a Frozen state.

This white paper provides technical information on how to approach these steps with McAfee’s ePolicy
Orchestrator.

protect workstations from any virus. Just restart the Frozen workstation and the virus
is gone. Many viruses require a fundamental change to be made to the core files and
only become active on restart. With Deep Freeze installed and activated, these viruses
will be deleted upon restart and therefore never become active.

Ensure the BIOS is set to boot directly to the C: drive and that the BIOS is protected
with a password; failure to do so can result in boot sector viruses being transferred to
the hard disk drives via infected floppy disks.

Setting the Workstations to a Thawed state

In order to make any permanent changes, the workstations protected by Deep Freeze have to be set
into a Thawed state. Those permanent changes include antivirus updates; therefore, the workstations
must be rebooted into a Thawed state before applying these updates.

ﬁ Deep Freeze is not marketed as an antivirus product. However, Deep Freeze will

There are basically three ways to remotely set workstations into a Thawed state:

« By manually using the Deep Freeze Enterprise Console
+ By setting up an Scheduled Maintenance Period

+ By using the Command Line Control
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Manually Using the Deep Freeze Enterprise Console

The Enterprise Console contains a toolbar at the top of the screen that allows quick access to the
functions of the Console.

Uninstall Deep Remove
Shutdown Update Freeze and Workst_ation from
Workstation Configuration Workstation Seed History
Rescan all Local Thaw Install Bakne Eustom
Computirs Workstation Deep Freeze Group
¥ \ v

2 @ 0 & 9o v WWes ~@ @~ B3 O XU B

A A 4
Wake Ren‘!ote _Switch to View Log
Workstation Configuration Mode
w Ristart_ Freeze Uninstall Select All
orkstation Workstation Deep Freeze, leave

Workstation Seed

To boot a workstation into the Thawed state, complete the following steps:

1. Select the workstation and click the Thaw Workstation icon on the toolbar.

Alternatively, right-click and select the Set Computer(s) to Thaw option in the context
menu.

£ Deep Freeze Enterprise Server Console

File Wiew Select Help
2 @ & @ O @y &

Network and Groups Workstations
= @: Eritire: M etwork.
b DEEPFREEZE
(23 User Defined Groups

@ [History]

{@ Remate Conscles

]

(9 Set Computeris) to Freeze
@ Restart Workstation(s)
Shutdown Workstation(s)
@ Wake-On-Lan

~'f Update Configuration
Update Maintenance
Show Log For Selected Workstations

ﬁi Remove Workstation(s) From hiskary
Wig 4
Select 4

€]

@
(Ao

2

11T

Port 11971 Remote Control Disabled

2. Click OK in the confirmation window.

3.  The selected workstations now restart in the Thawed state.
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Setting up a Scheduled Maintenance Period

There are two ways to set up a Scheduled Maintenance Period. One is to set it up when configuring
the Deep Freeze Enterprise installation files with the Configuration Administrator (best method for
new deployments). The other way is to create or update the Maintenance Period using the Enterprise
Console. Assuming you have already deployed Deep Freeze throughout your network, the following
instructions elaborate on how to create/update the Maintenance Period with the Enterprise Console.

1. Open the Enterprise Console. Select any workstation, right-click on it and select Update
Maintenance Period. A red bar appears at the bottom of the screen.

£ Deep Freeze Enterprise Server Console

File Wiew Select Help

Network and Groups

@ & @ O @fisE

3 o

Workstations

Fort 11971

] )2 Eritire: M etwork. u WORKSTATIONA
{1 User Defined Groups (& WORKSTATION-2
@ [Hiztory] u WORKSTATION-3
=] (‘ Remate Consales @ WORKSTATION-4
= ld [1?2-158-1 150:1971] o Set Computer(s) to Thaw
)f e u Sef Computeris) to Freeze
{2 User Defined Groups == B g
[ﬂg [History] @ Restart Workstation(s)
Shutdown Workstationis)
@ Wake-On-Lan
~'f Update Configuration
Update Maintenance
Show Log For Selected Workstations
ﬁi Remove Waorkstation(s) from hiskary
View
U Select
c.
{
2

Remote Control Disabled

2.

Configuration Screen

v Enable Thawed Maintenance Schedule
Disable keys

Day of Veek Start Time

I~ Sunday li— L
v tonday ’W v
v Tuesday ’W o
¥ “Wednesday IW o
¥ Thusdey [ Gonoopm —
v Friday [ B00D0PM = M
[ Saturday ,7— J

v SetOne Change All
Run WU  Run Bat-File
{ &

Stop Time

SO I BN AT )

[Fonmam = W
9 8:00:00 P —
9 8:00:00 Ph —
9 8:00:00 Pt =
9 8:00:00 Phd =
9 8:00:00 Phd =
r [Eono0Am =

Cloze

X

Shutdoun

43 9 9 7

Mote: If the Stop Time preceeds the Start Time. the Stop Time is assumed to be in the next day.

FunWindows Updates requires atleast 5 hours maintenance time.

Restart/Shutdown  Maintenance |Advanced Maintenance |

Click New. The Configuration screen appears as shown below. It contains only the Restart/
Shutdown, Maintenance, and Advanced Maintenance tabs.
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On the Maintenance tab, check the Enable Thawed Maintenance Schedule check box. Also
place a check beside each day you want the Maintenance Schedule to run.

Enter Maintenance start time in the Start Time column, and the end time in the Stop Time
column.

It is recommended that the Disable keys option is checked so the keyboard and mouse are
disabled while the workstations are in the Thawed state.

It is important to check the Shutdown box so Deep Freeze shuts the workstations down
at the end of the Maintenance Period. Otherwise the workstations are restarted after the
Maintenance Period is complete.

Close the Configuration Screen. A pop-up message appears, requesting the administrator to
select the workstations to send the new configuration to.

Select the workstations to be updated and click Send.

This action updates all the selected workstations” configuration on the fly. This means the
workstations don’t have to be in the Thawed state for the configuration updates to take place.

Controlling Deep Freeze Through the Command Line Control - DFC

The Deep Freeze Command Line Control (DFC) offers network administrators increased flexibility
in managing Deep Freeze workstations. DFC works in combination with third-party enterprise
management tools and/or central management solutions. This combination allows administrators to
update workstations on the fly and on demand.

It is important to note that DFC is not a stand-alone application. DFC integrates seamlessly with any
solution that can run script files, including standard run-once login scripts.

The DFC executable is installed in same directory as the Configuration Administrator: C:\Program
Files\Faronics\Deep Freeze Enterprise\Dfc.exe

DFC commands require passwords with command line rights; One Time Passwords can’t be used.

DFC Boot Control

Syntax Description

DFC

Restarts workstation into a Thawed state. Only works on

assword /BOOTTHAWED .
P Frozen workstations.

DFC

Sets up workstation to restart Thawed on next restart. Works
password /THAWNEXTBOOT |on Frozen workstations; does not force workstation to
restart.

DEC

Restarts workstation into a Frozen state. Only works on

assword /BOOTFROZEN .
P Thawed workstations.

DEC

Sets up workstation to restart Frozen the next time it
password /FREEZENEXTBOOT | restarts. Only works on Thawed workstations. Does not force
workstation to restart.

DFC Status Query

Syntax Description
DEC get /ISFROZEN Queries wprkstatlon if it is Frozen. Returns 0 if Thawed.
Returns 1 if Frozen.
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Configuration Update

Syntax Description

Replaces Deep Freeze configuration information.
Works on Thawed or Frozen workstations.
Password changes are effective immediately.
Other changes require restart.

DFC password /CFG=[path] depfrz.rdx

Example Batch File

Below is a sample batch file that can be modified for use with any antivirus software that supports
updating through a command line.

@ECHO OFF

\\SERVER\SHARE\FOLDER\DFC.EXE get /isfrozen

IF ERRORLEVEL 1 GOTO FROZEN

IF ERRORLEVEL 0 GOTO THAWED

ECHO Errors where encountered running the command line control on this
workstation.

: FROZEN

\\SERVER\SHARE\FOLDER\DFC.EXE password /bootthawed

GOTO END

: THAWED

REM * * * * ¥k * *

REM * Insert the command to update the antivirus software here.
REM ThhhAhdhhhhhh bbbk
\\SERVER\SHARE\FOLDER\DFC.EXE password /freezenextboot

REM Send commands to reboot the system.

REM For Windows 95/98/ME

RUNDLL32 SHELL32.DLL,SHExitWindowsEx 2

REM For Windows 2000 (may need to be called 2x)

RUNDLL32 USER32.DLL,ExitWindowsEx 2

RUNDLL32 USER32.DLL,ExitWindowsEx 2

REM For Windows XP

SHUTDOWN -s -t 01

GOTO END

:END
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Updating the Virus Definitions

This document provides six different ways to approach virus definitions (DAT files) updates for McAfee

ePolicy Orchestrator (ePO) clients.

The Master Repository update process is briefly addressed. For more information in that regard, please

refer to the ePO Admin Guide.

1) Do Nothing

The virus definitions keep getting updated every time the workstations are restarted or whenever the
updates are pushed down, but the changes are lost upon reboots. On fast-switched networks this has

have negligible impact on the boot-up time.

The workstations have the latest definitions at all times; the only down side of this method is that, with
time, definitions keep growing bigger. Therefore, it is recommended to schedule a Thawed Maintenance

Period at least twice a year to make the updates permanent.

2) Manually Update the New Virus Definitions

To manually update the new virus definitions, complete the following steps:

1. Using the Enterprise Console, set the workstations to reboot into the Thawed state. Once the
computers are back on, open the ePolicy Orchestrator Console on your antivirus server.

2. Intheleft pane, right-click Directory. Select All Tasks > Schedule Task.

# ePolicy Orchestrator 3.5 o ] 4
[ ton vow || & | @) % B X DB %% 15500 |
i I Palicies | Propertiesl Tasks I
I:l McAfes Security -2 Alert Managsr w47 =
EI@ ePolicy Orcheskrator Alert Manager w4.7.1
Ea SERVER ePalicy Orchestrator Agent
[ERNC] O S Configuration
S ﬁ Installer for VirusScan TC v6.1.0
TR ey (& Markon Antivirus Corporate Edition 7.5x/7.6/5.0
Schedule Task. . %. System Compliance Profiler 1.1
! Palicy » | Product Coverage Reports
@ [ - Rogue Systern Sensor —
----- Motifi  Mew P |G- B virusScan TC ve. 1.0 For Windows LI
----- Search... |
=24 Repo =

Refresh

t Configure Active Directory Discovery. ..
E‘G s Help Impart Active Direckory Computers,,,
: 8’“’7 Serwer Events. ..
Distributed 1P Integrity Check. ..
Palicy Templates
Reporting

% e Databases " Inherit

nsitories

Sark Computers by IP. ..

Report Repository

Query Repository General options

¥ Show Agent tray icon

¥ Enable Agent walkeup call support

I Enable Agent Upgrade fram version 2.x to the surrent version
¥ Enable Super Agent functionality

I Enable Super Agent repository

Path to useifor repositary I

Policy enforcernent interval |5 Zl minutes

Software installation

Apply All

Schedule a new task
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3. In the Schedule Task dialog box, type a name into the New Task Name field, such as Update
Client DATs.

4. In the software list, select ePolicy Orchestrator Agent Update to create an update task for
VirusScan Enterprise. Click OK.

Schedule Task 3
Select the kask you want ko create, and enter a name For the task,

Mew Task Mame !

| Update Clisnt 4TS

=Ho che tor Agent

Installer For WirusScan TC w6.1.0
MetShield For Netware v4.6
Metshield for Netware v4.6

Saoftware | Task Type -
ePolicy Orchestrator Agent Agent Wakeup
ePolicy Orchestrator Agent Mirrar

Update

Iirrar Autolpdate Site
WirusScan TC Autollpdate
Aukolpgrade
Aukolpdate

Cn-Demand Scan

NnitShield for Mebware v4.6
4

o]

Cancel |

5.

Press F5 to refresh the console.

The new task appears in the list in the Task tab.

Right-click the new task in the task list and select Edit Task, as shown below.

% ePolicy Orchestrator 3.5

| acton vew || & =+ | @@ X B2

=10j x|

Tree I

F'oliciesl Froperties  Tasks |

= LostaFound
=] SERVER
B WoRKSTATION-1
@ Lost&Found
Motifications
Rogue Systern Deteckion
Repository
Palicy Templates
El@ Reporting
- &R0 Databases
g Repart Repository

Query Reposikary

1]

[:I McAfes Security | Task Mame | Last Modified At | Created At | Enabled | Schedule Type | Start Date
E‘@ efolicy Orchestrator Elpeployment Directary Directory False Draily 1J17]2005
-l SERVER = Update client... Direc Daily 14172005
E@ Directory Delete
. E-E2 SALESENG Schedule Task...

i
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6. As shown below, under the Schedule Settings section of the ePolicy Orchestrator Scheduler
dialog box, deselect Inherit.

7. Select Enable (specified task runs at specified time). The task does not run unless first enabled
here.

8.  Click Settings to configure task settings. On the Task Settings dialog box for the agent update
task, deselect Inherit to enable configuration options.

9.  Under Signatures and Engines, select DAT and Engine. Click OK.
~lofxf

ePolicy Orchestrator Agent '(Q McAfee

Update Task

SECURITY

&POLICY DORCHESTRATOR

I Inherit

General

" Show update progress dialog

™1 &llow users to postmone: this update

Waximum nurmber of pactpones sllowed|1 | =

Postpane timeout interyal 20 j‘ e

" This task updates all componants

¥ This tack updates only the fallowing cormponants:

|»

u signatures and Engines

selact All | Deselact All
I~ Extra.DAT

[T 105 signaturas
™ systern Compliance Profiler Rules
I~ superDaT
¥ oaT
¥ Engine
L —— 4|

K I Cancel | Help |

10. Click the Schedule tab and deselect Inherit. Set the Schedule Task option to run immediately.
Click OK to close the ePolicy Orchestrator Scheduler.

ePolicy Orchestrator Scheduler xl

Tazk  Schedule I

Inherit
—Scheduls LR

Schedule Task: Start Time:
=] £ Ui Time

Run Immedia I G:00:00 PM
un Imme | (ical Time

fdvanced,,.

[~ Enable randomization |0 j hours IU j minukes
™ R missed task

el ay missed bask by I a _lj mirukes

Schedule Task Run Immediately

ak. I Cancel Lpply Help
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Agents get new virus definitions (DAT files) the next time they communicate with ePolicy

Orchestrator server.

11. To make that communication immediate, an Agent Wakeup call must be made. On the right

pane, right-click on the server and select Agent Wakeup call.

% epolicy Orchestrator 3.5 e

=10 x|

| atin vow || &~ [B[m| e | X B 2S5 EHAT |
e I Policiesl Froperties  Tasks |
D Mehfee Security Task Name I Last Madified At | Created At | Enabled | Schedule Type I Stark Date
=15 ePalicy Orchestrator Elupdate Client... SALESENG Directary False Run Immediately  N/A

E‘ﬁ SERVER Deployment SALESENG Directory True Run Immediately  NfA

EI--@ Directary
H@ =

| Send Agent Install...
¢ Scheduls Task...
Y Server Events...
y

up Call. ..

[]"@ Losti - Edit Computer Description
- Mokificat
i Rogue 5 Policy L
Fepositc
= Tew k
EMEE Man ) racke v
-G |

Wi 3

HEg Delete
EI@ coft Rename
% 1 Refresh
B {
i Hel
I:I'- Policy Tewm e
[]---@, Reporting

1

|NotiFies the agent to poll the ePolicy Orchestrator server immediately.

12. The Agent Wakeup call dialog box appears. Select the Current selection and all children radio

button. Click OK.

@ Select the level and provide the randomization time inkerwval,

—Lewel

X

£ Cutrent seleckion oy
™ Current selection and 1st level children

& Current selection and all children

—Type

£ Send Agent wakeup call
£~ Send SuperAagent wakeup cal

—Randomization

Agent randomization 1 = rinukes

— Options

[~ Get full product properties

ok I Cancel |

After the Wakeup call is performed, all workstations are updated with the latest virus definitions.

10
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3) Scheduling the Virus Definitions (DAT file) Updates

To schedule the virus definition updates, complete the following steps:

1. Using the Deep Freeze Enterprise Console, schedule a Maintenance Period as per instructions

provided on p. 4.

2. Open the ePolicy Orchestrator Console on your antivirus server. In the left pane, right-click
the Directory and select All Tasks > Schedule Task.

# ePolicy Orchestrator 3.5 s ] |
| acion ven ||« » @@ s B XBDIR|]SE HEEDH |
Tree I Policies | Propertiesl Tasks I
Cl McAfes Security ---' Alert Manager v4.7 =
EI@ ePolicy Orchestratar Alert Manager w4.7.1
Ea SERVER ePolicy Orchestrator Agent
EI- Direc! e : Configuration
= el ﬁ Installer For YirusScan TC v6.1.0
Server Events... (& Nortan Antivirus Corporate Edition 7.5x/7.6/8.0
Schedule Task... % System Compliance Profiler 1.1
Folicy » - Product Coverage Reports
@ L — - Rogue System Sensor —_—
A Motifi  Mew P |- W virusScan TC v, 1.0 For Windows ﬂ
k= Rogu Search,..
- Repo

.Ei I % Configure Active Directary Discovery..,
E‘G e Help Import &ctive Directary Compukers.. .,
Server Events. ..

IF Integrity Check. ..

Distributed bsitories

Paolicy Templates

Sork Computers by IP...

&P 0 Databases " Inherit
Report Repository

Query Repositaory

General options

¥ Show Agent tray icon

¥ Enable Agent wakeup call support

¥ Enable Super Agent functionality

[ Enable Super Agent repository

™ Enable Agent Upgrade from version 2.x to the current version

Path to uze for repasitary I

Policy enforcernent interval |5 ZI minutes

Software installation

4|

P

|Schedu|e anew kask

3. In the Schedule Task dialog box, type a name into the New Task Name field, such as Update

Client DATs.

Select the task you want bo create, and enter a name For the task,

Mew Task Mame !

| Lpdate Client DATs

Saftware | Task Tvpe -
ePolicy Orchestrator Agent Agent Wakeup

ePolicy Orchestrakor Agent Mirrar

ePali estrator Agenk

Installer For YirusScan TC w6.1.0 Mirror AutaUpdate Site L
Installer For VirusScan TC wé.1.0 WirusScan TC Autolpdate

NekShield For Metware wa.6 Autolpgrade

etShield for Metware wa.6 Autolpdate

NTtShield for Metware vd,6 on-Demand Scan I _ILI
4 3

QK I Cancel | Help |

Faronics
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VirusScan Enterprise and click OK.

task in the task list and select Edit Task.

% ePolicy Orchestrator 3.5 E

In the software list, select ePolicy Orchestrator Agent Update to create an update task for

Press F5 to refresh the console. The new task appears in the Task tab list. Right-click the new

1Ol x|
J Action Wiew |J<2=' -Dll}( ||§ |
it I F'oliciesl Propetties  Tasks I
[:l Mchfes Security & | || Task Mame | Last Modified it | Created at | Enabled | schedule Type [ StartC
E‘@ efolicy Orchestratar Elreployment Direckary Direckory False Run Immediately — Mj&

-l SERVER

E@ Directary

| E-ES SALESENG

E B Lost&Found

= SERMER

3 WORKSTATION-1

WORKSTATION-4

: EI_I|:u:I-ate Client DATs Direckory

L

Delete
Schedule Task, ..
Edit Task...

Run Immedizkely

P&

H

6. Deselect Inherit under the Schedule Settings section of the ePolicy Orchestrator Scheduler
dialog box.

7. Select Enable (specified task runs at specified time). The task does not run unless first enabled
here. Click Settings to configure task settings.

8.

options. Under Signatures and Engines, select DAT and Engine. Click OK.

i Task Settings

ePolicy Orchestrator Agent

= [=[ ]

; ™Y McAfee

CSECURITY

EFOLICY ORCHESTRATOR

" Inherit

General

" show update progress dialog

[T &llowiusers to postpane this update

Maxirnunm number of postpones allowed Il jl
I2IJ jl secards

Postoome tinmecut interyal

" This task updates all components

% Thiz tazk updates only the following cormponents:

= Signatures and Engines

Select All Deselact All

I Extra.DaT

I_ IDS Signatures

[~ Systern Compliance Profiler Rules
I_ SuperDAT

W DaT

|7 Engine

| I ST TR Yoy

o]

Cancel |

Help

=l
|

In the Task Settings dialog box for the agent update task, deselect Inherit to enable configuration

12
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9.  Click the Schedule tab and deselect Inherit. Set the Schedule Task option to Weekly.
Select the day and Start Time.

10. Uncheck the Randomization options to force the server to push down the new definitions
at the scheduled time. For large networks you can set up a wider maintenance window and
randomize the updates.

11. In our example we set Deep Freeze Enterprise to have a maintenance window Monday
through Friday from 6:00 pm to 8:00 pm. It is important to give the workstations enough
time to reboot into the Thawed state. Fifteen minutes is sufficient.

ePolicy Orchestrator Scheduler I x|

Task  Schedule I
[ Inherit

—Schedule
Start Time:

6115100 ppq  UTC Time

=1 & Lacal Time

Advanced...

™ Enable randomization IU ﬁ hours IU ﬂ minutes
™ Run missed task

Delay missed Eask by I a _I; mhinutes

Schedule Task Weekly

Every! ll_j weskisyon ¥ Man I Fri
[ Tue [ sat
[ wed I~ sun
[~ Thu

ak. I Cancel | Apply | Help |

12. Click OK to close the ePolicy Orchestrator Scheduler. From now on, Deep Freeze Enterprise
reboots the workstations into a Thawed state at 6:00 pm and the ePolicy Orchestrator updates
the virus definitions at 6:15 pm.

13. The workstations then restart and return to a Frozen state at 8:00 pm.

Faronics 13
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4) Configure Deep Freeze Enterprise to Run a Batch File That Updates the Virus
Definitions

To configure Deep Freeze to run a batch file, complete the following steps:

1. Open the Deep Freeze Enterprise Console and follow the steps indicated on p. 4 to set up a
Scheduled Maintenance Period.

2. Check on the Run Bat radio button to allow the workstations to run a batch file automatically
during the Maintenance period.

Configuration Screen [Z|
Iv Enable Thawed Maintenance Schedule v SetOne Change All
Day of Vifeek Start Time Disable keys Run VU Run Bat-File  Stop Time Shutdowm

[ Sunday = f" ~ = ¥

¥ Monday [ Gongopm = M » ~ g00o0 P =
¥ Tuesdey [ googopm = M ® ~ gonooPm =
W Wednesday [ goooopm = M » ~ B0no0 P = M
¥ Thursday [ goooopm = M ® g BO0OOPM — M
v Friday [ goooopM =~ M C « BOD00PM — M
I~ Saturday ’7— I i ie = W~

Mote: [fthe Stop Time preceeds the Start Time, the Stop Time is assumed to be in the next day.
Fun*Windows Updates requires atleast 5 hours maintenance time.

Festart/Shutdown  Maintenance |.&dvanced Maintenance |

3. Click on the Advanced Maintenance tab and enter the following line in the Batch File window;
C:\PROGRA~1\NETWOR~1\COMMON~1\CMDAGENT .EXE /C

Configuration Screen E|

“windows Update and Auto Login Batch File
avalablein Windows 20009 |['C; \PROGRA~1\NETWOR~1\COMMON~1\
CMDAGENT . EXE /C

Windows Update
[~ Use SUS /WSUS Server
|http: ¢ |

Auto Login
[~ Enable
Lagin [0

Passward
Domain Hew Qpen Save

Hestalh"Shutdownl Maintenance  Advanced Maintenance |

This command has the Agent contact the ePO server for new virus definitions, then installs them
immediately upon receipt.
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Scheduling a Regular Repository Pull Server Task

The procedure mentioned above updates the workstations with the latest DAT file available in the
master repository. However, the next steps must be followed in order to keep the master repository
updated.

1.  In the ePolicy Orchestrator console tree, select Repository.

2. Inthe Repository page, select Schedule pull tasks to open the Configure Server Tasks page.
=lolx|

J Ackion Miew |J &
Tree I
] McAfee Security
Ela ePalicy Orchestrator (0_ Mmfﬁt
=il SERVER / _ SECURITY
EI-@ Directory BFOLICY ORCHESTRATOR

=B SALESENG
Lost&Found

AlHome EHelp

AutoUpdate Lomponents o

AutcUpdate lasks
SERVER. i

WORKSTATION-1 @ theck in package
WORKSTATION-4

@Lnst&FnUnd e
g Motifications theck in NAP

Rogue System Detection

(= Repositary @ Manage packages
=3 Managed Products
% Add source repository

- e, poooe
B @ Software Repositories

o[ Master
+--[ ) Distributed
[ Palicy Templates

[+ @ Reporting rtii:il;b:}uted

% Replicate now
&=L schedule replication
tasks

Sutaisem

(d) Motes ss4s4244; Schedule replication task. Schedule a task to update all
distributed repositories with the contents of the master
repasitomy. —

Schedule pull tasks

Faronics 15
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3. Select Create task.

% ePolicy Orchestrator 3.5

| action vew || @ o (@@ 2

Tree I

[:l MecAfee Security
E@ ePolicy Orchestratar

[l SERVER
E'@ Direckory
SALESENG
Lost&Found
- Motifications
] Rogue System Detection
Repository
: [-{I8 Managed Products
; @ Software Repositories

Palicy Templates
[ @ Reparting

User: admin, Connected to: SERVER

Z, Enterprise Edition, Evaluation License

Scheduled Tasks

Configure Server Tasks

B create task  [Shtiodify tack Sl pelete tasks

5l Run Now

[F] Help

No tasks are currently scheduled

4

4. 'The Configure New Task wizard appears.

2 ePolicy Orchestrator 3.5

| atin vew || & 5 (@M@ |2

Tree I

[:I Mcafee Security
= @ ePalicy Orchestrator
=l SERVER

B @ Directory

SALESEMNG
Lost&Found
Mokifications
Rogue Systemn Detection
Repository
I3 Managed Products
: Eﬁ Software Repositories
Policy Templates
[+ @ Reporting

Configure New Task

5] Next El cancel ] Help

Name |Maztar repository update

Task type IRepositorl,l Pull ;I
Enable task Fva: Oyo

Schedule type 2

Every |1 days

Randomize execution time

Coves @

Maxirmurn dalay

ves

ID rinutes

Run missed task i

Delay rissad task by @ rinutes

Shon tack if avacoation Hma avcaads mit |

~

S

Under Task Settings, enter a description in the Name field, such as Master repository update.
Select Repository Pull from the Task type drop-down menu. Set Enable task to Yes.

The task will not run unless you enable it. Select the frequency from the Schedule Type drop-
down list (in our example we set it to Daily).

Expand the Advanced schedule options and schedule the exact day and time for the task to run.
Click Next at the top of the page.
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Select the source repository from the Source repository drop-down list, which shows all
source repositories you have created.

10. If you have not created any custom source repositories, the list shows the NAIHttp default

source repository and also the NAIFtp default fallback repository. Select the repository
branch.

# ePolicy Orchestrator 3.5

J Action  Yiew |J & = | | @

Tree I

D McAfes Security
EI@ ePolicy Orchestrator
=l SERVER

E@ Directory

SALESEMG
Lost&Found

Configure New Task

Motifications =} Back = Finish 5k cancel

Rogue System Detection

il L
{23 Managed Products

Ea Software Repositories
Policy Templates

-5 Reporting Source repositary: | MAIHtR <]

Please salect the sourca repasitary:

Please select & destination branch
# Currert
 pravicus

' Eualuation

™ Support legacy product update

|7 Maove existing packages to the 'previous’ branch

11.  Click Finish. Now, the master repository is updated on a daily basis.
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5) Updating Virus Definitions via a Batch File in a Third-Party Desktop Manage-
ment Solution

Virus definitions can be also updated running a batch file from a Desktop Management software such
as Novell ZenWorks, Altiris, Microsoft SMS, BigFix, etc.

Add a task that runs the following batch file.

@ECHO OFF

\\SERVER\SHARE\FOLDER\DFC.EXE get /isfrozen

IF ERRORLEVEL 1 GOTO FROZEN

IF ERRORLEVEL 0 GOTO THAWED

ECHO Errors where encountered running the command line control on this
workstation.

: FROZEN

\\SERVER\SHARE\FOLDER\DFC.EXE password /bootthawed

GOTO END

: THAWED

REM Ffsisdddh it b e de b e dedede b s e e de de o b o e o

C:\PROGRA~1I\NETWOR~1\COMMON~1\CMDAGENT.EXE /C

L B Y

\\SERVER\SHARE\FOLDER\DFC.EXE password /freezenextboot
REM Send commands to reboot the system.

REM For Windows 95/98/ME

RUNDLL32 SHELL32.DLL,SHExitWindowsEx 2

REM For Windows 2000 (may need to be called 2x)
RUNDLL32 USER32.DLL,ExitWindowsEx 2

RUNDLL32 USER32.DLL,ExitWindowsEx 2

REM For Windows XP

SHUTDOWN -s -t 01

GOTO END

:END

s
a
-
a
-
g
-
a
-
-
-
a
-
-
-
a
-
-
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6) Mounted Hard Disks

This method does not involve setting the workstations into a Thawed state before pushing down the
updates but rather mounting Thawed partitions so the virus definition updates can take place while the
workstations are in the Frozen state.

Windows 2000 introduced the ability to mount a hard disk drive or partition to an empty folder on
an existing hard disk drive instead of assigning a drive letter to that partition. This allows a drive to be
accessed using a standard Windows path as opposed to the traditional drive letter. This allows users
to expand the storage available in a specific directory simply by adding another hard disk and without
having to change the directory structure of the hard disk or the location of saved data.

For example, if a user’s workstation contains a large number of documents in the user profiles and
the hard disk drive is filled, an administrator can add a second hard disk and move the user’s data to
that drive. The drive can be mounted with the user’s data in the same location after the data has been
moved, making the process transparent to the user.

Steps to Ensure a Successful Deployment

Ensure that the Windows 2000/XP system drive is using the NTES file system. The ability to mount
partitions as paths is not available with the FAT32 file system.

Ensure that adequate free space is available on the workstation’s hard disk drive to accommodate the
newly created partitions. The complete workstation image should be evaluated to determine what
folders need to be recreated as drives on the workstation to allow the applications to function as
required. Any application that is mounted as a drive can be damaged, uninstalled, or changed because
the files located on the secondary partition are not protected by Deep Freeze.

Only directories that require being Thawed should be opened and only enough space for the applications
to run properly should be freed. Leaving a large amount of free data space open could allow users to
load files into the workstation or install applications that are unauthorized or unwanted. Steps can be
taken to ensure that only administrators or authorized personnel can have access to modify the files
contained in these partitions.

A combination of proper application of the Windows security policy and the use of NTES file access
rights can effectively protect the Thawed directory. For more information on Windows 2000/XP system
and security policies, refer to the link below:

How to maintain Windows security: http://www.microsoft.com/windows/security/

Refer to your imaging solution documentation for information regarding imaging
with mounted drives. Workstations should be imaged either in RAW format or in a
sector by sector mode. (For example: using the -1D switch in Symantec Ghost).

After all concerns have been addressed, the folders that need replacement are documented, and the size
requirements of the partitions have been determined, a new master image can be created or an existing
image can be modified.
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Preparing the Windows 2000 / XP Workstations for ePolicy Orchestrator Instal-

lation on Mounted Partitions

Some McAfee’s ePO Antivirus scan engine updates may make modifications to the
Windows Registry and, since this is protected by Deep Freeze, we strongly recommend

that the following method be used just for virus definitions updates.

The following steps detail the procedure for installing common antivirus software on the workstations
in a manner that allows automatic updates to proceed correctly.

Below are before and after screen shots of the installation of McAfee ePolicy Orchestrator using the

default options:

J File Edit View Favarites Toc ™

J s=Back * = - | G Search

-l

»

J address ID Aocessories

j {"\>GD
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-] Administratar
{:I all Users
=1 Default User
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{7 SendTo
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-] ODBC
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{:I Templates

-] Defaulk User
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4

The installation of ePolicy Orchestrator creates three new directories on the workstation:

C:\Documents and Settings\All Users\Application Data\Network Associates

C:\Program Files\Network Associates

C:\Program Files\Common Files\Network Associates

To ensure that the application has the ability to apply full updates to the virus definitions and the

scanning engine, these folders must be recreated as partitions, shown as follows:
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Partition # Name of Folder the Partition Replaces Drive Size
C:\Documents and Settings\All Users\Application Data\Network

1 . 50MB
Associates

2 C:\Program Files\Network Associates 50MB
C:\Program Files\Common Files\Network Associates 50MB

The size of the partitions has been selected to allow ePO enough room to be able to update the files that
it uses. Because these are going to be moved to new drives, the size limit of 50MB per drive is enforced
regardless of how much free space remains on the C:\ drive.

The first step in creating the additional partitions required is to create an extended partition that stores
the additional partitions using the Disk Management feature of the Computer Management console.
When the console is opened, the following image appears.

5 computer managemen: ol
|J Action  Wiew |J<2=' -P|||§|J |
Tree I Yalume I Layout | Tvpe | File System I Skatus

= (0 Partition Basic MTFS Hexalth:

Q Computer Management {Local)
=i, System Tools

I:I-- Event Viewer

(+- G System Information

E]---ﬁ Performance Logs and Alerts
[l Shared Folders

Device Manager

-4} Local Users and fGroups
EI--& Storage

423 Disk Management | | _>|

----- @ Disk: Defragrnenter

=) Logical Drives EDisk 0

-5 Removable Storage Basic {C:)
- Services and Applications 1,99 B 1.56 GB NTFS 439 MB

onling Healthy (System) Unallocated
Z=ICDRom 0
DY (D)
onling

B Unallocated [l Frimary Partition |

To create an extended partition Right-click on the unallocated space shown in the bottom of the screen
and select Create Partition.

The following Wizard appears to assist in creating the partition.
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Create Partition Wizard

Select Partition Type
“Y'ou can specify what type of partition ta create.

Select the type of partition pou want to create:
' Primary pattition

{* Estended partition

' Logical dive
Description
£in extended partition is a portion of a basic disk that can contain logical drives.
Use an extended partition if you want to have more than four volumes an your
basic disk.
< Back I Next » I Cancel
Create Partition Wizard x|

Specify Partition Size
How big do you want the partition to be?

Choose a partition size that iz smaller than the maximum disk space.

M aximum dizk space: 439 MB
HMinimum disk space: 7 HB

Amount of disk space to use:

< Back I Mext » I

Cancel

Create Partition Wizard

Completing the Create Partition
Wizard

You have successfully completed the Create Partition
wizard.

ou specified the following zettings
Partition type: Extended Partition
Disks Selected:
Disk 0
Paitition size: 439 ME

To cloge this wizard, click Finish

< Back I Firizh I

Cancel

The first screen of the wizard prompts for the
type of partition required.

Extended partition should be checked because
we are creating multiple small partitions and
do not want to limit the number of partitions
that can be created.

Click Next.

The next screen prompts for the size of
partition to be created.

It is recommended that you configure all
the disk space remaining on the drive at this
time.

Click Next.

The last screen shows confirmation of the
partition size and type once the partition has
been successfully created.

Click Finish.
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Once the extended partition is created, the logical drives can be created and mounted on the empty
folders that need to be created.

This can be done by right-clicking on the free space now present on the drive (as shown below) and
selecting Create Logical Drive.

=Hpisk 0
Basic_ {C:)
1.99 6B 1.56 GB NTFS
onlirie Healthy (Swstem)
= Delete Partitian. ..
ZJCoRom 0
DVD (D) Help
Onling:

W Primary Partition [l Extended Partition [T Free Space |

This opens the following wizard that sets the size and folder name of the new partition.

Wicomeda i fremieBiitiion This is the first introduction screen.

Wizard Click Next.

Thiz wizard helps you create a partition on a basic disk.

A basic disk iz a physical disk that contains primary partitions,
extended partitions, and logical dives. 4 bagic disk may also
contain volumes created with Windaws NT 4.0 and earlier.
You can alzo use M5-D0S to gain access to partitions on
basic disks

To continue, click Next.

< Back I Mext » I Cancel

xl|  The second screen should have the option to
Select Partition Type create a Logical drive selected.
Y'ou can specify what type of partition to create.
Click Next.

Select the wpe of partition vou want to create:
£ Frimany parition
€ Extended partition

' Logical diive

Dezcription

£ logical drive iz & vaolume pou create within an extended partition on a basic
digk.

< Back I Mext > I Cancel
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Create Partition Wizard

Specify Partition Size
Haw big do vou want the partition to be?

Chaose a partition size that is smaller than the maximum disk space.

M aximum disk space 439 MB
tdinimum disk space: 7 ME
Amount of dizk space to uze: ISU i’ ME

< Back I Newt > I Cancsl
Create Partition Wizard x|

Assign Drive Letter or Path
“You can assign a drive letter or drive path ta a partition.

" Mount this volume at an empty folder that supports dive paths:

i fscign a drive letter:

sersidpplication Datatetwork Associates Biowse..

" Do haot azsign a drive letter or drive path

< Back I Mext > I Cancel |
Create Partition Wizard x|

Format Partition
fou can customize the formatting of the partition

Specify whether you want to format thiz partition
" Do not format this partiion

(# Format this partition with the fallowing settings:

Formatting

File spztem to use: INTFS X
Allocation unit size: I Drefault i
Volume label: INetwnrk Agznciates

™ Perform a Quick Format I~ Enable file and folder compression

< Back I Mext » I

Cancel

The next screen prompts for the size of
partition to be created.

Specify enough size to allow for updates to
the application to be applied, but not enough
for the space to be used to install additional
applications. In this example, a 50MB
partition size is selected.

Click Next.

The next screen prompts for the drive letter
or path of the new partition.

The option Mount this volume at an empty
folder that supports drive paths should be
selected.

The path the drive will be mounted to should
be entered in the text field. In this case, the
path is C:\Program Files\Common Files\
Network Associates

Click Next.

The next screen is used to specify the
formatting options for the partition.

It is recommended to format the partition
using the NTES file system and to include a
descriptive volume label to distinguish the
partition from others that may exist.

Click Next.
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— .
oo o en e . = #| " The last screen shows confirmation of the
hc\?i;;'i'('ft'”g M CHERIE RO selected options once the partition has been
successfully created.
Tou have successfully completed the Create Partition
‘wizard, . .. . . .
'ZE" Click Finish to exit the wizard and begin
“f'ou specified the fallawing settings: . .
Partition type: Logical Drive - fOrmattlng the new dl’lVe.
Disks Selected:
Dizk 0

Fartition size: 50 MB

Dirive letter or path: C:ADocuments and Settingsiall Us
File System: NTFS

Allacation Linit Size: D efault j

Walirne | ahel &mn Diata Meband: & ssnmistes

To close this wizard, click Finish.

< Back I Firish I Cancel |

The previous steps should be repeated for each directory that the application requires to be Thawed,
substituting the appropriate names and volume sizes for each drive. After the drive has been successfully
mounted as a path, a new icon appears representing the folder as a hard disk drive.

In the example below, the Network Associates folder is displayed as a small hard disk drive.
_iaix]

J File Edt View Favorites Tools Help ﬁ
J = Back * = - | Qi search ||:E3Folders & HAHistory | FERr R ) | Ed~
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:g_fj Deskkop L
@ My Diocunments I Accessories  Common Files ComPlus
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-] microsaft frontpage description,

{7 MetMeeting E] C]
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{1 outlook Express Wlare windows  Wwindaws MT
- Wiware Iedia Player

{7 windows Media Playver
-] Windows NT

B WINNT
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Iy Metwork Places
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ﬁ Internet Explorer

i
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After all the appropriate drives have been created, ePolicy Orchestrator or other software should be
installed normally using the manufacturer’s installation program.

Refer to your imaging solution documentation for information regarding imaging
with mounted drives. Workstations should be imaged either in RAW format or in a
sector by sector mode. (For example: using the -1D switch in Symantec Ghost).
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