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Faronics delivers market-leading solutions that help manage, simplify, and secure complex IT
environments. Our products ensure 100% machine availability, and have dramatically impacted the
day-to-day lives of thousands of information technology professionals. Fueled by a market-centric
focus, Faronics technology innovations bene t educational institutions, health care facilities, libraries,
government organizations and corporations.
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Every e ort has been made to design this so ware for ease of use and to be problem free. If problems
are encountered, contact Technical Support:
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Email:
Phone:
Hours:

Web:
Email:
Phone:
Fax:
Hours:
Address:

support@faronics.com
800-943-6422 or 604-637-3333
7:00am to 5:00pm (Paci ¢ Time)

www.faronics.com
sales@faronics.com
800-943-6422 or 604-637-3333
800-943-6488 or 604-637-8188
7:00am to 5:00pm (Paci ¢ Time)

Faronics Technologies USA Inc.

2411 Old Crow Canyon Road, Suite 170
San Ramon, CA 94583

USA

Faronics Corporation

609 Granville Street, Suite 620
Vancouver, BC V7Y 1G5
Canada

Last modi ed: October, 2009
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Computers in schools have the power to enhance the classroom experience for both students and
teachers. But the bene ts can easily be lost to distractive elements such as games, instant messaging, and
web sur ng. Best suited for K 12 classroom environments, Faronics Insight is the ultimate classroom
technology management system that empowers teachers with the ability to share their screen with
students, control student access to applications and Web sites, and monitor classroom screens to ensure
students are on task. Students enjoy the ability to interact with the teacher directly through Insights
chat, voting, and remote assistance capabilities.

With Insight installed on each computer in a classroom, a teacher has the ability to:

o o o o

A teacher can reduce student distractions by Blanking Screens, Limiting Applications, or Limiting Web
Browsing on student computers. is helps direct student attention from their computer to the teacher
and keeps students on task.

Lo oooionoomoro

With the Show Teacher feature, students can observe the teachers computer right from their own
monitor. is is ideal for presentations and showing students how to use computer applications.

I o

e Monitor feature allows the teacher to view all or any students screens as well as glance at the
current application and Web sites that the students are running.

I g

Voting is the ability to assess the students understanding of the classroom material by asking questions
that the students answer anonymously.

I

Students can silently Request Help from the teacher. A small question mark appears by their login name
which indicates they need help. At that point the teacher can Chat with the student or Remotely Control
their machine to help them with their question.

gbioooiooooobodio

Insight is comprised of three main parts. e Insight console which is installed on the teacher computer,
contains all the features and commands used to control and monitor student computers.

e Insight task bar menu is the abbreviated version of the Insight console which contains the most
commonly used commands. It is opened by right-clicking on the Insight taskbar icon.

e student computer is where students follow the teacher or complete assigned activities.

e Insight Home Edition works with a maximum of three student workstations and does not have the
option to specify the channel during installation. With the Insight Home Edition, you can only operate
on the default channel and you do not have the option to change the channel a er installation.

I

Insight works by enabling a teacher to control all student computers within acomputer-based classroom.
It uses teacher channels to ensure that all the computers in that classroom see the same computer
screen. Insight has 16,000 teacher channels from which to choose.  erefore, an organization can have
as many as 16,000 di erent classrooms using Insight at any given time. e most logical way to set
up Insight is for each classroom or room to have its own teacher channel, as well as just one teacher
computer. issetup enables all of the computers in the same classroom to interact with each other and
one teacher to control the entire room.
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Insight must run on the teacher and student computers using one of the following operating systems:

- Windows 2000, Windows XP, Windows Vista (32 & 64-bit), Windows 7 (32 & 64-bit), Windows 2003
Terminal Server, Windows Server 2008 and NComputing.

- Mac OS X v10.4,v10.5, and v10.6 (Insight Teacher Console will only run on Intel-based Mac computers).

0000000000000Can
Insight is optimized for 1024x768 and 1280x1024 screen resolutions for the teacher or student.

oobooborooooo

All computers running Insight must be con gured with TCP/IP running static or dynamic IP addresses.
802.11 wireless is supported; however, enterprise class access points are recommended.

oofioibbobord oo oo

e Insight Console, Remote Control,and  umbnails have been enhanced in Insight to perform more
reliably and quicker than in previous versions.
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Before installing Insight, review the requirements and ensure the network and lab computers are
running smoothly. Doing so will prevent problems during installation.

e Insight product CD or download includes the les needed to install the Insight application, as well
an electronic copy of this user guide in .pdf format. Adobe Reader is available on the Insight CD in the
Acrobat folder, or free from the Adobe Web site at: http://www.adobe.com.

I Y

By taking a few minutes to plan out the teacher installation, the administrator should be able to install
Insight on each computer in two minutes or less. Consider these issues before beginning installation:

0 Y

Insight is designed to work with as many as 16,000 di erent training labs on the same network. It uses
teacher channels to broadcast the contents of a teachers computer to student computers on the same
channel. To simplify installation, each lab should have its own unique channel, as well as just one
teacher computer.

If only one Insight lab is on the network, the teacher can choose any number from 1 to 16,000. If there
are multiple Insight labs, each requires its own unique teacher channel number.

A Choosing channel 0 as the teacher channel allows the teacher to monitor workstations
assigned to all Insight channels including other teacher workstation actions.

I o o A

Set up one teacher computer per lab. e teacher uses this computer to control all student computers
in the same lab. During installation, specify if the computer is a teacher or student computer.

o o |

If the computers are using DHCP, then DHCP must be working properly. e teacher and student
computers should all be on the same IP subnet.
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Although not required, it is recommended that all computers be set to the same physical screen size.
Insight has been tested on 1024x768 and 1280x1024 screen resolutions.

I

If there are problems logging onto computers or copying les over the network, x these issues before
installing Insight.

I 0 | [ {1 W Y]

If the teacher plans on using Insight over a wireless network, it is important to use an enterprise class
access point. Personal home network wireless access points are not robust enough to handle many
connections.
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e Insight Setup program (Student.msi/Teacher.msi) must be run on each teacher and student

computer.

Insight installs to the C:\Program Files\Faronics\Insight folder on each computer and stores all
locally on each computer. Once the installation is complete, the student or teacher program starts.
program also re-starts every time someone logs on to the computer.

O o O W

e Insight le (Student.msi/Teacher.msi) is small enough that it can be copied toa ash drive from the
product CD. Insight can also be unzipped directly to a ash drive or any shared location on a network

and installed from there.

O

1.

Insert the product CD into the computers CD-ROM drive. If Insight has been obtained
via a secure download, navigate to the location where the download has been stored.

In My Computer, go to the CD-ROM, ash drive, or network drive and double-click
Student.msi/Teacher.msi.

Click Next.
Read the license agreement that appears, then click I Accept, then Click Next.

Choose a teacher channel number (1 to 16,000), then click Next. Choose a unique number
for each lab or room.

To set any Advanced Options, select the check box Check to con gure advanced options.
Set any advanced options. Most of these options apply to the teacher machine when it
becomes a student machine.

Stealth Mode If checked the student will not see the Insight icon and will not be able to
ask the teacher questions through Insight.

Student can change channels  If checked the student will be able to change channels. is
option is only recommended for 1:1 schools.

No keyboard monitoring If checked the students keystrokes will not be logged.

Secure mode  If checked a teacher must enter a password to manage the student. We
recommend that the same password be used for the whole class or school. If you forget
the password, you must re-install the so ware.

Click Next.

Click Install to nish the installation. Every time someone logs on to the computer, Insight
automatically loads all of its les ready to use.

e Student.msi/Teacher.msi le should be kept hidden so that unauthorized users are

prevented from uninstalling Insight

(I
e Insight Setup program must be run on each student or teacher computer.

Insight installs on the hard disk and stores all
complete, the student program starts.

computer.
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e Insight le (faronics_teacher.dmg/ faronics_student.dmg) is small enough that it can be copied to
a ash drive from the product CD. Insight can also be unzipped directly to a ash drive or any shared
location on a network and installed from there.

toipoioooibondbooa
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Copy faronics_teacher.dmg to the Mac teacher computer
Double click on faronics_teacher.dmg.
Double click on faronics_teacher.pkg.

Follow the installation wizard to the Teacher channel option  Select a teacher channel
number (1 to 16,000). Choose a unique number for each lab or room.

If necessary select Advanced Options. s page allows you to set the following options for
when a teacher becomes a student from the Administer menu in the Teacher console:

Stealth Mode If checked the student will not see the Insight icon and will not be able to
ask the teacher questions through Insight.

Allow student to change channels  If checked the student will be able to change channels.
is option is only recommended for 1:1 schools.

Disable keyboard monitoring If checked the students keystrokes will not be logged.

Secure mode  If checked a teacher must enter a password to manage the student. We
recommend that the same password be used for the whole class or school. If you forget
the password, you must re-install the so ware

Click Continue. e installation location cannot be changed. Insight must be installed on
the system drive.

Click Install. e installer will ask you for the administrator password on that machine.
Type in the password and click OK.

A er the installation is successful, click the Close button on the nal page of the wizard.

If you want teachers to have the ability to change the channel, you must double-click on
the EnableChannelSelect utility located in the Utilites folder in the faronics_teacher.dmg.

Lonpoiooombomonnibbbirbooooy
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Navigate to the location where the download has been stored.

Go to the hard disk or network drive and double-click faronics_student.dmg.

Click Continue.
e installer appears. e Introduction screen is displayed. Click Continue.
e License screen appears. Click Continue. Click Agree to accept the license agreement.
e Options screen appears. Select the required options. Click Continue.

e Destination Select screen appears. Select the destination where Insight will be installed.
Click Continue.

e Installation Type screen appears. Click Install.
If the installation is successful, the message Install Succeeded is displayed. Click Close.
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All features available in the Windows version are also available in the Mac version except for the
following:

Teacher Console Test Creation, Draw On Screen, Properties Dialog, Teacher
Pro les, Status View, Switch to Teacher, Power On, Classroom
Layout, umbnail best t mode, umbnails selected only mode,
Show thumbnails tooltips option, umbnail magnify option,
Show application and web icons on the thumbnail, Disable keyboard/
mouse during remote control

Other features  Security (Active Directory Group membership), Web Limiting in Firefox,
Support for Internet Explorer 8 (Private Browsing does not log history)

O 0 o

Insight has the ability to leverage Windows Active Directory to ensure that only authorized teachers
can control students. is mode adds an extra level of security to prevent unauthorized consoles
from being used. is mode will only function in an Active Directory Domain environment. To fully
con gure this mode, you must have Domain Rights to create and populate a domain User Group.

1. Toinstall the Active Directory Secure Mode, select the teacher or student installation.
2. Click on the Advanced Options checkbox.
3. Select Active Directory Secure Mode.

4.  Repeat these steps for both teacher or student computers
When in this mode, a teacher must be a member of the Domain User Group Insight Teachers. If the
teacher is not a member of that group, then Active Directory Secure students will not interact with that
teacher. Creation of the Insight Teachers Domain User Group is done using the appropriate Windows
Server 2003 or 2008 Active Directory tools. Once the group has been created, those same tools can be
used to populate the group with the appropriate teachers.

A Active Directory Secure Mode is not available yet for Mac teachers or students.

0a Faronics
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If you want to run teacher.msi or student.msi from a script or desktop management tool, there are
command-line options to install Insight. Run msiexec.exe and each value should be set to a non-null
value such as 1 to enable that feature. Msiexe.exe command-line parameters are found by running
msiexec.exe. Msiexec.exe is a Microso program.

CHANNEL= X - Installs Insight with the Teacher Channel X. X must be an integer number from 1
to 16000.

ADVANCED_OPTIONS - Required to set advanced options

STEALTH_MODE - When set to a non-null value, the Insight icon will not be shown on the student
computer.

STUDENT_CHANGE_CHANNEL_MODE - When set to a non-null value, the student can change
teacher channels.

NO_KEYBOARD_MONITORING_MODE - When set to a non-null value, student keystrokes will
not be captured.

AD_SECURE_MODE - When set to a non-null value, the teacher or student will enter Active Directory
Security Mode. Only teachers that are a member of the Domain User Group Insight Teachers will be
able to manage those students.

SECURE_MODE - When set to a non-null value, the secure version of the product is installed that
requires a password be entered on the teacher console.

PASSWORD - A password is required when turning on secure mode
PASSWORD_CONFIRM - Con rmation of the password is required when turning on secure mode

ENABLECHANNELSELECT - When set to a non-null value, the teacher can change channels to view
di erent classrooms.

For example, if you want to silently install a secure mode teacher that can change channels but starts
on channel 3, with a password of test, your script should look like this:

Msiexec.exe /i “<path to teacher.msi>\teacher.msi” /gn ADVANCED_OPTIONS=1 SECURE_
MODE=1 PASSWORD=test PASSWORD_CONFIRM=test CHANNEL=3 ENABLECHANNELSELECT=1

Uoi0oobUloiooimiootiiiooobod

Insight can be remotely, automatically installed with any tool that can remotely deploy installer
packages.

When Installer packages are run by an automated install, there is no opportunity to enter information
in the interface such as channel number or password.

e Insight settings are controlled by a secure le called com.faronics.student.settings.plist.
e following syntax shows the default XML le settings:
<?xml version=""1.0" encoding=""UTF-8""?>

<IDOCTYPE plist PUBLIC “-//Apple//DTD PLIST 1.0//EN” “http://www.apple.com/DTDs/
PropertyList-1.0.dtd”>

<plist version="1.0">
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<dict>
<key>Al lowKeyboardMonitoring</key>
<integer>l</integer>
<key>OneToOne</key>
<integer>0</integer>
<key>SecureMode</key>
<integer>0</integer>
<key>Steal thMode</key>
<integer>0</integer>
<key>Channel</key>
<integer>l</integer>
<key>LoglLevel</key>
<integer>0</integer>

</dict>

</plist>

Each option in the le is followed by a value surrounded by <integer> and </integer>. € value
following the option name determines whether the setting is on (1) or o  (0). LogLevel sets the error
logging on when set to (1). If you are doing a remote, automated deployment and you need to con gure
the student di erently than the default settings, there are two ways to proceed: by modifying the settings
le inside the package before installation, and by using the Iscon g utility any time a er installation.

0

e easiest way to con gure the student settings is to modify this le inside the package and then
deploy the package to your computers. It can be easily modi ed on a Mac by right clicking (or control-
clicking) the faronics_setup.pkg le and selecting Show Package Contents. e leis/Contents/Resources/
com.faronics.student.settings.plist. Use your favorite text editor to modify the values according to your
desired con guration. Using the package with the modi ed settings le will allow the install to work
correctly in a remote automated deployment.

I A R

Insight Mac can be recon gured using the Iscon g utility located in /Library/Application Support/
Faronics/Insight on the Student computer. is utility is installed on each Mac client. s utility can
only be run by the super user (Administrator). e following parameters are available for automated

install:
Stealthiode A er installing in Stealth Mode, the Insight icon is not displayed
in the System Tray.
Channel Sets the Teacher Channel.

Once installed, the Teacher will not be able to monitor the
keystrokes on the Student computers.

Oneto Onealsoallows the student machine to join other classrooms
by changing to adi erent teacher channel without restarting.

SecureMode Sets whether or not the student is in Secure Mode.

Al lowKeyboardMonitoring

OneToOne
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LogLevel Sets the error logging.

Example Command Line:
sudo./lIsconfig Channel 24

e above command changes the teacher channel to 24. e other options can be con gured by simply
using the option and the desired value, usually a 1 or a 0, except in the case of the teacher channel
where the value is between 1 and 16,000. A er changing the student settings the Iscon g utility can
restart the student so ware with the following command line:

sudo./Isconfig/restart

gogoooiood

Insight provides an additional feature that allows you to install the application in Stealth Mode. A er
installing in Stealth Mode, the Insight icon is not displayed in the System Tray.

0oooioIggoo
Insight provides an additional feature that allows you to install the application in Secure Mode.
A er installing in Secure Mode, unauthorized users are prevented from accessing the channel. e
communication between student and teacher is protected by a password that can be speci ed during
installation. Students and Teachers with the same password can communicate with each other on a
single channel.

Hioooibooo
Insight provides an additional feature that allows you to install the Teacher console in Kiosk Mode.
A erinstalling in Kiosk Mode, the Teacher console cannot be Maximized, Minimized or Resized.

e Kiosk Mode can be enabled a er installing Insight. For enabling the Kiosk Mode, complete the
following steps:

1. | Install the Teacher console.
Got to Start>Run>Regedit.exe.

3 Browse to
l HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
A Add kiosk to the Insight Teacher key and specify

C:\Program Files\Faronics\Insight\Teacher.exe KiOsK

5. | Click OK.

When the computer is rebooted, the Teacher console can be launched in Kiosk Mode only. e Kiosk
Mode feature is not available in the Insight Home Edition.

I A Y
Insight provides an additional feature that allows you to install the application without the Keyboard
Monitoring feature. Once installed, the Teacher will not be able to monitor the keystrokes on the
Student computers.

Hoomomoo
Insight provides an additional feature that allows a teacher to move between di erent classrooms while
keeping class lists organized and updated in real time. One to One also allows the student machine to
join other classrooms by changing to a di erent teacher channel without restarting.
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