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Using Deep Freeze Enterprise with Sophos Antivirus

Introduction

This white paper explains the configuration for using Deep Freeze Enterprise with Sophos Antivirus. The
content for this white paper has been provided by the Northampton Community College.

The process of updating virus definitions on workstations protected by Deep Freeze Enterprise involves three
fundamental steps:

1. Rebooting the workstations into a Thawed state so the updates are kept upon restart

2. Updating the virus definitions

3. Shutting down or restarting the workstation into a Frozen state

This white paper provides technical information on how to perform these steps with Sophos Anti-Virus.

Deep Freeze is not marketed as an antivirus product. However, Deep Freeze will

A protect workstations from any virus—just restart the Frozen workstation and the
virus is gone. Many viruses require a fundamental change to be made to the core files
and only become active on restart. With Deep Freeze installed and activated, these
viruses are deleted upon restart and therefore never become active.

Ensure the BIOS is set to boot directly to the C: drive and that the BIOS is protected
with a password; failure to do so can result in boot sector viruses being transferred to
the hard disk drives via infected floppy disks.

Creating a ThawSpace

ThawSpace is a virtual partition on a workstation that can be used to store programs, save files, or make
permanent changes. All files stored in the ThawSpace are retained after a restart, even if the workstation is
Frozen. To create a ThawSpace using the Configuration Administrator, complete the following steps:

1. In Deep Freeze, go to Configuration>Drives. In the ThawSpace pane, select Create.
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2. 'The ThawSpace Drive option is used to select the drive letter assigned to the ThawSpace. The
default letter is T:, It can be changed to any available letter. The next available letter is used if
the selected drive letter already exists on a workstation when Deep Freeze is installed.

3. The Size option reflects the size of the ThawSpace; the default size is 1 GB and the minimum
size is 16 MB. Workstations running Windows 95/98/Me can host a maximum ThawSpace of
up to 2GB. Workstations running Windows 2000/XP/Vista can host a maximum ThawSpace
of up to 1 TB when using the NTFS file system or 4GB when using the FAT32 file system. If
the workstation does not have enough free space to accommodate the selected ThawSpace
size, the size of the ThawSpace is adjusted downward to ensure proper operation of the
workstation.

A dialog is always displayed asking if the ThawSpace should be retained or deleted

A during an Attended Uninstall, regardless of whether the Retain Existing ThawSpace
option has been selected. This option is not displayed if the uninstall is performed
through the Console.

Configuring the Computer for Installing Sophos
The following options are used by the Northampton Community College. The following settings may not be
applicable for all users:

1. Make sure File and Printer Sharingis selected in the Windows Firewall dialog of your operating
system.

™= Windows Firewall X

|VGenara\ | Exceptions | Advanced |

Windows Firewall is blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

MName
File and Printer 5haring
Microsoft Office Groove
Femote Assistance
[ Remote Desktop
[ UPHP Framewark
[ AddProgiam. | [ AddPot. |[  Edi.

Display & notification when Windows Firewall blocks a program

‘whhat are the risks of allowing exceptions?

2. Open Windows Explorer and choose Tools > Folder Options >View. Clear the Use simple file
sharing check box.

3. Click Next through the remainder of the tabs, setting the options required for your
environment.

4. After the package is created, expand the Package Node under the Software Distribution >
Packages node to display the Programs node. Select the Programs node and click on New >
Program in the Actions to display the New Program Wizard.

] ! ]
3 Using Deep Freeze Enterprise with Sophos Antivirus



Faronics

Folder Options

‘ General | Wiew | File Types || Offline Files|

Folder views
. “fou can apply the view [such as Details or Tiles] that
you are uzing for thiz folder to all folders.
[ Apply to All Falders ] [ Reset All Folders
Advanced settings:
[ Launch folder windows in a separate process s
| Managing pairs of “Web pages and folders B
&) Show and manage the pair a3 a single file
() Show both parts and manage them individually
() Show both parts but manage as a single fils
Remember each folder's view settings
[] Restore previous folder windows at logon
[] Show Control Panel in My Computsr
Show encrypted or compressed MTFS files in color
Show pop-up description for folder and desktop items
3 ring [Recommended] L)
v
ok ] [ Cancel ] [ Apply ]

Installing and Configuring the Winbolic Link

Complete the following steps to install and configure the Winbolic Link:

[u—

Ll

Download the Winbolic Link from http://www.pearlmagik.com/winbolic/.

Install and run the Winbolic Link.

Highlight the drive letter that represents the ThawSpace. In this example, it is the S:\ drive.
In the Name of link field, enter Sophos.

Navigate to C:\Program Files and click Create Shell Link.

WinbolicLink

Create the link in folder: The link. points to:

C:\Program Files S

(=) Program Files ﬁ Desktop

1) Adobe {2 My Documents

1) Alice 3 A

I3 Analog Devices

{23 Comman Files LD
13 ComPlus Applications WE

=) D-Link

I Ethereal

{3 Faronics L
{3 HTML Help warkshop

I3 Internet Explarer

I Java

i) IGRASP
1) Messenger

1) Microsoft Analysis Services

{3 microsaft frantpage

I3 Microsoft Office e

[>

Mame of fink: |50Dh03 | Do not uze Junctions before reading the warning in Help

Cieate ShellLink | [ Create NTFS Junction | Hep ][ sbout |[  mut |
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6.  If the Shell Link is successfully created, the following screen is displayed:

Create the link in folder: The link. points to:
C:\Program Files S

12 Movie Maker -~ 2zj Desklop

121 Mozila Firsfox B {2 My Documents

1) MSBuid A

) MSN e O

I3 MSN Gaming Zone LD

1) Metteeting e 5

{3 Online Services
{3 Outlook Express
I3 QuickTime
I3 Real
I Reference Assemblies
) Sophos > 5\
£ SOLXML 40
13 Winbalic Link
1) Windows Media Connect 2 L
I3 Windows Media Player

1) Windows NT v
Mame of fink: |50Dh03 | Do not uze Junctions before reading the warning in Help
[ Create ShellLink | [ Create NTFS Junction | Hep ][ sbout |[  mut |

Created Link: Sophog --» 5:%

7. The Sophos folder is now visible in the left pane. Unhide the All Users\Application Data folder.
Clear the Hidden check box in the Application Data Properties dialog.

Application Data Properties:

General | Sharing || Security | Web Sharing | Customize |

?I_J |Application Data |

Type: File Folder
Lacation: C:A\Documents and Settings'All Users
Size: 141 MB [147.858.560 bytes)

Size on disk: 141 MB (148,238 335 bytes)
Contains: 151 Files, 74 Folders

Created: wednesday, June 08, 2007, 5:11:09 A
Attributes: [E] Read-anly
[ Hidden
[ kK ] [ Cancel ] [ Apply ]

8. Repeat steps 1 to 7 navigating to C:\Documents and Settings\All Users\Application Data.

9.  Highlight the S:\ drive (ThawSpace) and enter Sophos in the Name of link field.
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Winboliclink

Create the link in falder:

The link pointz bo:

CADocuments and Settingstall UsershApplication Data

Sih

----- ﬁ Desktop

) My Documents

g A

-5 C

{7 BddbBbGeaeabchia001 Fde?E8da
#-3) Borland

EEY del

= Documents and Settings
-3 Admiristrator

203 All Users

BEJ Application Data

E

{2 Apple Computer
{2 Microsaft Help
13 Windows Genuine Advantage

-2 Documents

ﬁ Desklop

450 My Dacuments

o

Remowve Link

Mame of link: | Sophos |

Create Shell Link, l [ Create NTFS Junction ]

Do not yze Junctions before reading the warning in Help

J{ J{

Help About Guit ]

10.

Winboliclink

If the Shell Link is successfully created, the following screen is displayed.

Create the link in folder:

The link points ta:

C:hDocuments and Settingshall Uzers\Application D ata S:A
----- ﬁ Desktop "~ ﬁ Dezktop
F- My Documents o £-177) My Documerts
E-Jd A Ao
B C e O
{3 GddbEbEeaecabicbtB00 3de7ESda LD
¥ Borland ige S
- dell
=+ Documents and Settings
-0 Admiristrator
=03 Al Users L
| 24 Application D ata
© ) Adobe
1) Apple Computer
{7 Microsoft Help
{£3) Sophos > §:4
1) Windows Genuine Advantage
-1 Desklop w
Remowe Link,

Mame of link: |50I3h08 |

[ Create ShellLink | [ Create MTFS Junction ]

Do not yze Junctions before reading the warming in Help

I J{

Help Abaut Qut |

Created Link: Sophoz - 5:5%

11.

Close the Winbolic Link and navigate to the newly created folders via Windows Explorer. The

folders appear as a Mounted Volume as displayed in the following screens.
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& Program Files

File Edt View

Qrae - ()

Favorites

Tools

B O ssarch [ Folders

Help

- (i) Foder smne

Address |[22) C\Program Files

System Tasks
[ Hide the contents of this
falder

ﬁ Add ar remave programs
;;) Search for files or Folders

File and Folder Tasks

) Make anew Folder

&3 Publish this folder to the
Web

fa? Share this folder

Other Places

&g Local Disk {C:)
(5} My Documents
[ Shared Dacuments
g My Computer

&3 My Hetwork Places

Details

& Application Data

File Edit View

eEack © o

Favorites  Tools

lﬁ pSearch (= Folders E-

NetMesting

Outlook Express

Real

¢ TUULY

g Sophos

E

I\' Uninstall Information

“windows Media Connect 2

“Windaws NT

WinPoap

¥

Online Services

QuickTime

Reference Assemblies

SOLXML 4.0

Winbolic Link

‘Windaws Media Player

wWindowsUpdate

CUCCOUCO

REFOX

Help

@ Folder Sync

File and Folder Tasks

(29 Make anew folder
& Publish this Folder to the
web

2 share this foldsr

DOther Places

) Al Users

15 My Documents
) Shared Documents
g My Computer

&3 My Network Places

Details

Address |I5) C:\Documents and Settingsiall Usersiapplication Data

Il/] b
IlJ Microsoft

Apple Computer

'lJ Microsoft Help
(==
'lJ windows Genuine Advantage

12. Install Sophos on the mounted volume Sophos. For security, you can remove all permissions
from the Sophos folder. However, you must provide Write Permissions to the system user.
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