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Product Data Sheet

Faronics Anti-Executable ensures only approved applications are 
allowed to run on a computer. Any other programs – whether 
malicious, unlicensed, or simply unwanted – are blocked from ever 
executing. 

Anti-Executable offers protection form today’s advanced threats like 
0-day attacks, mutating malware, and advanced persistent threats. 
By providing security beyond anti-virus, it eliminates reliance 
on critical blacklist updates. It simplifies IT management with 
standardized configuration and ensures computers are available 
when needed. It also assists with compliance, saving organizations 
time and money. Advanced features such as publisher based 
approvals, policies, and user-level protection balance security and 
flexibility.

Advanced Protection from 
Unauthorized Executables

“Anti-Executable and Deep Freeze are crucial to preserving an image determined for mission critical law enforcement systems 
used 24x7 to ensure reliability and security with minimal downtime and with the least reliance on IT personnel.”

– Chief Tim Riley, CIO and Bureau Chief, Los Angeles Police Department Information and Communication Services Bureau

 Anti-Executable Benefits

Advanced Security & Control
•	 Protects users from unknown threats – such as keyloggers, 

spyware, and malware
•	 Allows only approved executables to run

Boost IT Productivity
•	 Apply standardized configuration using central management
•	 Helps to enforce download policies

Greater Flexibility
•	 Create policy-based user groups customized for different 

computer usage needs
Saves Money
•	 Reduces the volume of IT support tickets
•	 Ensures computers, system, and bandwidth are used for 

intended purpose

Enjoy better control with 
four levels of granular 
publisher control: Certificate, 
Product Name, Porgram 
File, and File Version
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Key Features 

Security Features
•	 Protects against malware, spyware, and unwanted software
•	 Only program allowed by a Policy will run
•	 Allows only authorized users to configure and disable protection

Control List & Policies
•	 Automatic creation and maintenance of controls and policies
•	  Can be imported, exported, viewed, edited, searched, merged, and 

sorted
•	 Folder-level protection feature allows specific folders to be exempt 

from protection regardless of their location
•	 Creates a log of all unauthorized installation attempts
•	 Scanning of remote workstations to augment control list and policies

Compatibility Options
•	 Compatible with major third-party anti-malware, anti-virus, and 

firewall applications
•	  Complements Active Directory and Group Policies
•	  Offers option to designate specific applications to be Trusted and 

exempt from restriction, like anti-virus programs
•	 Maintenance Mode allows software updates and installations

Integration Options
•	 Integrates with Faronics Deep Freeze: automatically enters 

Maintenance Mode when it detects that a Deep Freeze Maintenance 
Event has Thawed the computer

•	 Integrates with Faronics Anti-Virus: ensures initial installation scan 
is free from malware

Reporting Section
Contains five reports: Activity, Temporary Execution Mode, Additions 

to Local Control List, Additions to Central Control List – Files, and 
Additions to Central Control List – Publishers 

Expanded Flexibility Options
•	 Allow or block execution of applications regardless of location
•	 Schedule shutdown, restart, and Wake-on-LAN actions
•	 Temporary Execution Mode to allow unrestricted file execution for a 

specific time period
•	 Ability to run a report on executed programs during Temporary 

Execution Mode

Expanded Protection and Control 
•	 Granular control of publishers with four-levels of control
•	 Offers silent install option for rapid network deployment
•	 Provides password protection for complete security
•	 Offers ability to enable or disable Anti-Executable on the fly
•	 Deploy as part of a master image
•	 Displays a customized violation message when a user attempts to 

perform an action that is not authorized by Anti-Executable
•	 Unique protection levels for Administrators, Trusted, and External users
•	 Stealth Mode hides the presence of Anti-Executable while keeping 

the computer fully protected
•	 Includes IdentiFile - a tool to compare files against a signature 

database for better visibility into file attributes
•	 Control over .exe, .dll, .com, .scr, .jar, .bat, and .bin files

Enterprise Control
•	 Faronics Core provides centralized deployment, configuration, 

scheduling, and control
•	 Install Anti-Executable on any or all workstations
•	 Activate/deactivate protection on one or more computers
•	 Manage and export log records of violation attempts
•	 Change maintenance schedules on the fly
•	 Group and filter workstations for easy management
•	 Instantly update passwords on protected workstations
•	 Communicate with computers over a LAN, WAN or the Internet
•	 ActiveTask feature ensures changes are applied to unavailable 

workstations by resending tasks when the computer can be reached

System Requirements

Faronics Anti-Executable can be installed on the 32 bit edition of Windows XP SP3 and 64 bit edition of Windows XP SP2, 32 and 64 bit editions of Windows Server 
2003, Windows Server 2008. Windows Vista, and Windows 7. Faronics Core system requirements can be found in the Faronics Core guide. The hardware specifications 
are the same as those required by the host operating system. It is also available in Standard for standalone computers and enterprise networked computers.
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